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1.2

Chapter 1

Introduction

Purpose and scope of this volume

Issue 2 of the Yellow Book described one proven and effective approach to managing the
safety of railway change. Other approaches are being developed in the UK and the rest of
Europe, and, although the differences are generally minor, there is increasing potential for
confusion. In issue 3 we have tried to distil the fundamentals behind these approaches
and then present them in volume 1.

This volume provides guidance on implementing the ESM fundamentals presented in
volume 1. None of the content of this volume should be regarded as prescriptive — there
are other effective ways of implementing the fundamentals — but the guidance is
representative of good practice.

ESM is the process of making sure that the risk associated with changes to the railway
(such as new trains and signalling) is reduced to an acceptable level. ESM is not just for
engineers and can be used for changes that involve more than just engineering. ESM, and
this publication, are however scoped to:

e controlling safety risk, that is the risk of harming people, rather than the risk of
environmental or commercial damage;

e changes to the railway rather than day-to-day operational safety; and
« system safety rather than occupational health and safety.

The Yellow Book does not provide a complete framework for making decisions about
railway changes. It is concerned with safety and does not consider non-safety benefits.
Even as regards safety, the Yellow Book does not dictate the values which underlie
decisions to accept or reject risk. However, it does provide a rational framework for
making sure that such decisions stay within the law and reflect your organisation’s values
and those of society at large and for demonstrating that they do so.

This guidance has been written with significant changes in mind. You may find it useful for
smaller changes but you should consider scaling the activities described in order to
implement the fundamentals of volume 1 cost-effectively.

How this volume is written

After this introduction, each chapter provides guidance on one or more of the
fundamentals from volume 1. The fundamentals are reproduced in a box at the beginning
and the summary guidance from volume 1 is reproduced afterwards.

The chapters of volume 2 are in the same order as the fundamentals of volume 1. The
fundamentals in volume 1 are arranged under three headings:

* the organisation, including the people who work within it, that will carry out the
work;
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» the proposed change to the railway; and
» the project, that is the collection of activities which will realise the change.

The chapters of this volume are grouped into three parts corresponding to these
headings.

The chapters refer to each other and these cross-references are summarised in ‘Related
Guidance’ sections at the end of each chapter.

Supporting material is supplied in appendices which provide:
e aglossary of terms,
¢ document outlines,
*  checklists,
e examples,
«  brief descriptions of relevant specialist techniques, and
e alist of referenced documents.

Specialist terms are printed in bold when introduced (but note that bold text is also used
to highlight key words in lists). The most specialist terms, such as ‘Safety Case’ are
written with initial capitals. All of these are defined in appendix A, the glossary.

There is a list of referenced documents in appendix F and references are indicated in the
text in the form ‘[F.1]".

ESM overview
This volume takes the view that;

e any change to the railway can be regarded as introducing a new system or changing
an existing one; and

» any change to the railway should be managed as a project.

Figure 1-1]presents a simplified view of a possible sequence of ESM activities that may be
carried out during a project and the interactions between the parties involved. The figure
is not a full definition of the process, but an illustration of its main features. It is simplified
in that iteration, change, multiple safety assessment and rework are natural ways of
working on projects but none of these are shown. Nonetheless it provides an overview
of the main activities and their relationship.

Refer to section below for a description of the notation. The diagram describes the
following sequence of activities.

The Safety Lifecycle begins with the production of Preliminary Safety Plan by the
project. The Preliminary Safety Plan is typically submitted to the Safety Authority, the
person or organisation ultimately responsible for approving the change, for endorsement.

The project then establishes a Hazard Log. The Hazard Log is used for recording details
of accidents and hazards, and details of safety documentation, and is used to provide
evidence of the management of safety by the project.

The Hazard Log is at the centre of effective ESM and it should be established early, even
though there may be little information to put in it at first.

Hazard Identification and Analysis and Risk Assessment are then carried out.

Page 1-2
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On the basis of the Risk Assessment, Safety Requirements are prepared. These
requirements are typically endorsed by the Safety Authority.

Once the Safety Requirements have been determined, a Safety Plan is prepared and
submitted to the Safety Authority for endorsement. Safety activities defined by the Safety
Plan are then carried out.

At various times, Independent Safety Audits and Assessments may be commissioned.
Typically, these will be commissioned in the early stages of a project to ensure an
appropriate approach is being taken, and at the later stages of a project to provide
evidence for use in the Safety Case. (Note that for illustrative purposes,
shows only one assessment.)

When the development is complete (that is when the ESM activities have finished) a
Safety Case is prepared. Endorsement of the Safety Case is required before Safety
Approval can be given

After the safety approval, safety responsibility for the system may be transferred to a
user, for example an infrastructure manager. There is an ongoing responsibility to manage
safety during operation, through to, and including, decommissioning or disposal, but this
is outside the scope of this book.

Issue 3
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Figure 1 — lllustrative interactions between roles
(Concept to Implementation Projects)

The ESM process described results in certain key safety deliverables which are listed
below.

The Preliminary Safety Plan summarises the ESM activities to be carried out to derive
and then meet the Safety Requirements. It evolves into a more detailed Safety Plan,
which describes all the ESM activities that will be carried out to ensure risk is controlled,
and justifies the approach taken.

The Hazard Log records details of all hazards and potential accidents identified during
safety analyses of the project and logs all safety documentation produced by the project.

The Risk Assessment Report records the hazards identified and assesses the risks
presented by the hazards.

The Safety Requirements Specification identifies the requirements to be met to
ensure the system or equipment is safe.

The Independent Safety Auditor and Assessor produce Safety Audit Reports and
Safety Assessment Reports, respectively, on completion of their work.

Page 1 -4
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The Safety Case provides the evidence for the safety of the system or equipment
developed by the project and draws on the safety records kept throughout the project.

Safety Approval is granted by the Safety Authority on the basis of endorsement of the
Safety Case and other safety deliverables. A Safety Certificate may be issued to record
the Safety Authority’s approval of the system or equipment subject to the conditions on

the certificate.

able 1-1| provides a cross-reference into the rest of this volume which identifies where
further guidance can be found on each of the activities and deliverables described above.

Transfer of Safety

Responsibility

Activity Deliverable Chapters Appendices
Establishment and Hazard Log 13 B,C
maintenance of Hazard
Log
Preparation of Preliminary | Preliminary Safety Plan 11,12
Safety Plan
Hazard Identification and Risk Assessment Report 7,8 B,C E
Analysis
Risk Assessment Risk Assessment Report 7,8 B,C,D,E
Establishment of Safety Safety Requirements 9
Requirements Specification
Safety P|anning Safety Plan 11, 12 B, C, E
Independent Safety Audits Independent Safety Audit | 14 B,D
and Assessments or Assessment Report
Preparation of Safety Case | Safety Case 10
Safety Approval Safety Certificate 10

- 2

Table [l}1 — Where to find further guidance on activities and deliverables
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able 1-2]lists the people that each chapter has been principally written for.

No Chapter title Intended readers
1 Introduction All readers
2 Safety responsibilities Managers
Anyone assessing competence
3 Safety culture Directors
Managers
4 Competence and training Managers
Anyone assessing competence
5 Discharging responsibilities through Managers
suppliers Project Managers
6 Communicating and co-ordinating Managers
Project Managers
Engineers
7 Defining changes Project Managers
Anyone performing or reviewing
risk assessments
8 Identifying hazards and assessing and Anyone performing or reviewing
reducing risk risk assessments
9 Safety requirements Anyone writing or reviewing Safety
Requirements
10 Safety evidence and authorising change Anyone writing or reviewing a
Safety Case
11 ESM from start to finish Anyone involved in project
planning
12 Safety planning and good practice Anyone writing or reviewing a
Safety Plan
Safety Auditors and Assessors
13 Configuration management, Project Managers
documentation and records :
Engineers
14 Independent professional review Project Managers
Safety Auditors and Assessors

Table [L}2 — Who each chapter is written for

Page 1-6
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Role activity diagrams

This section gives a brief introduction to role activity diagrams. The notation is described
in full in ‘Business Processes, Modelling and Analysis for Re-engineering and Improvement’ [F.1]

A role activity diagram presents a process in terms of roles and activities. It shows the
relationship between roles and activities. For example, it is possible to identify that a role
performs a particular activity. It is also possible to show activities that involve more than
one role; such activities are called interactions. The order in which actions and
interactions occur can be depicted.

shows a role activity diagram that models the Safety Lifecycle. This role activity
diagram shows four roles: Safety Authority, Project, Safety Assessor and customer. The
main role is the Project whose sequence of actions and interactions is shown in the
middle column. The first action occurs at the top of the page and the last action at the
bottom. Actions are shown as single boxes and interactions are shown as boxes
connected by horizontal lines. The other three roles are secondary.

gives a key to the role activity diagram notation used in this document.

Role

)

Action Another Role

Interaction ( \

Terminate

\ J role

Role

\—

Another Role

Figure |ﬂ2 - Key to role activity diagram notation

How to use this volume

This volume can be used for reference. You can use the fundamentals of volume 1 or the
tables above to find the chapter that your want.

Alternatively, the fundamentals and hence the chapters are laid out in a logical order so
you may read a whole part, or even the whole volume in order.
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2.1

2.2

Chapter 2
Safety Responsibilities

Your organisation must identify safety responsibilities and put them in writing. It must
keep records of the transfer of safety responsibilities and must make sure that anyone
taking on safety responsibilities understands and accepts these responsibilities. It must
make sure that anyone who is transferring responsibility for safety passes on any known
assumptions and conditions that safety depends on.

Guidance from volume 1

You need a structured organisation with good communications to carry out successful
ESM. Everyone should have clear responsibilities and understand them.

In particular, anyone whose work creates a risk should be responsible for managing it.
They should have the knowledge they need to understand the implications of that risk
and to put controls in place.

Your organisation should identify who is accountable for the safety of work. They will
stay accountable even if they pass on responsibility, for parts of the work, to others.

The organisation that takes the lead in introducing a change should make sure that the
other organisations are clear on their safety responsibilities. If you hand over
infrastructure changes to an infrastructure controller or hand over rolling stock to a
train operator, you may also transfer some safety responsibility.

Introduction

ESM is a team activity, involving people with different backgrounds from across the
organisation and outside it. Therefore, an important part of ESM is the allocation of
safety roles with clearly defined safety responsibilities.

These safety roles may be separated into fixed, organisation-related roles and those that
are specific to a particular project.

This chapter describes some common safety roles and the related responsibilities, and
explains how they can be allocated and transferred, both within an organisation and
between organisations.

Issue 3
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2.3

2.3.1

Responsibility is not necessarily the same as accountability. You are responsible for
something if you are entrusted with making sure that it happens. To be accountable for
something means that you can be called to account if it does not happen. Generally,
managers remain accountable for ESM performance even though they delegate
responsibility for ESM activities.

There are certain legal obligations placed on employers and employees with regard to
defining responsibilities. See volume 1 for further details.

This chapter is written for:

e managers responsible for the appointment of staff to safety-related tasks or for
determining organisational structure, and

» anyone performing an assessment of personnel competence.

Different types of safety responsibility

A basic principle of ESM is that those whose activities create a risk should be responsible
for managing and reducing that risk.

These activities may be related to a particular system or piece of equipment (such as
development, operation, maintenance, or modification), or to the provision of resources
or information. The safety responsibilities related to these activities may include reducing
the risk of component failure, providing accurate technical manuals, ensuring that
maintenance is performed in a timely and efficient manner, and so on.

Whatever the activity may be, it is important to:
« clearly define the safety roles and responsibilities;
» gain agreement from all parties on their allocation; and
e pass on any relevant safety-related information.

When responsibility for the system’s operation is handed over to another party, risk may
then be created by the organisation accepting the system, and therefore some safety
responsibilities are also transferred. However, the Project Manager will retain
accountability for the development work.

An organisation also needs certain ESM roles that are independent of any particular
project. Their responsibilities will include setting safety policy and safety goals, defining
other safety responsibilities, granting authority and approval, providing resources, and
establishing communication channels.

The following sections therefore suggest two types of safety role: organisation-related
roles (Safety Authority, Line Manager); and project-related roles (Project Manager,
Project Safety Manager).

Safety roles and their responsibilities should be regularly reviewed to ensure that they
are still relevant.

Safety Authority

An organisation performing safety-related work will commonly appoint a senior person
as a Safety Authority, responsible for dealing with general safety issues throughout the
organisation. They will typically have a high level of authority within the organisation and
considerable operational experience and technical knowledge. Train Operating
Companies, in particular, will usually appoint an officer with such responsibilities in order
to meet railway safety case requirements.

Page 2 -2
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23.2

2.3.3

Their role is to promote ESM within the organisation, and to ensure that the work
produced by the organisation meets the required safety standards. They will also report
on any shortcomings in safety, and provide independent advice on safety issues.

The Safety Authority’s responsibilities may include:
e setting, maintaining and monitoring safety policy;

e ensuring that an Engineering Safety Management System is effectively implemented
and maintained;

e agreeing the safety classification of projects;

» endorsing key safety documentation for a project;

« monitoring the ESM performed on a project; and

* appointing Independent Safety Auditors and Assessors for projects.
For larger organisations, there may need to be multiple Safety Authorities, with
knowledge and experience in different areas.
Line Manager

An organisation may assign a Line Manager to a group of staff and/or a group of projects,
to ensure that their activities are run effectively and safely. The Line Manager should
assure himself or herself that ESM is performed correctly by the staff and on the projects
that they manage. The Line Manager should be familiar with the safety issues relating to
these projects.

The Line Manager’s safety responsibilities may include:

e assigning sufficient ESM resources (both personnel and other) to the project
manager, according to the intended integrity of the project;

» ensuring that the staff allocated to the project have the skills necessary for the
tasks to which they are assigned (providing training if needed); and

e ensuring that the ESM performed on a project is monitored.

Project Manager

Some of an organisation’s work may be grouped into projects, with Project Managers
taking overall responsibility for the work. The Project Manager’s safety role is to ensure
the safety of the work done under their direction.

The Project Manager’s safety responsibilities may include:
* ensuring that the project conforms to all relevant ESM standards and procedures;

e ensuring that all safety activities are carried out and documented in accordance
with good engineering practice; and

* ensuring that the risk associated with all project deliverables is reduced ‘As Low As
Reasonably Practicable’.

The Project Manager will generally report to the Safety Authority on all safety issues and
to the Line Manager on all management issues.

Issue 3
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2.4

2.5

Project Safety Manager

For larger projects, there may be a need for a Project Safety Manager, who will take the
safety responsibilities from the Project Manager. However, the Project Manager will
typically retain overall accountability for the safety of the project.

Other roles

There may also be a requirement for Independent Safety Auditors and Assessors. These
roles and their responsibilities are described fully in chapter 14.

Allocating safety responsibilities

Responsibilities for ESM should be allocated from the top of the organisation downwards.
The senior manager in an organisation or department appoints the Safety Authority and
assigns responsibilities to them. The senior manager should also assign safety
responsibilities to the Line Managers. In turn, the Line Managers should assign a Project
Manager to a particular project. The Project Manager may then delegate safety
responsibilities to a Project Safety Manager (if one is to be appointed).

It is essential that safety roles and responsibilities are clearly defined and documented.
The responsibilities assigned to individuals should be explicit and understood by everyone
in the organisation. In this respect, they should be documented and made freely available
within the organisation.

The documentation should identify:
< the various organisational positions;
* the associated responsibilities and authorities for ESM; and
e the communication and reporting channels.

Safety roles and responsibilities should be put in writing.

When someone is proposed for safety-related work, they should be given a task
description, detailing their specific responsibilities, the authority that they will carry, and
their lines of reporting. They should confirm that they understand and accept the task
description before their assignment is confirmed.

There should be some form of organisational structure chart available to all employees,
containing details of the organisation’s safety roles.

The definition of safety responsibilities should be periodically reviewed.

Transferring safety responsibilities within an organisation

Transfer of safety responsibilities may occur within an organisation in a number of
circumstances including, the following:

* one Project Manager replaces another;

e (within a product organisation) a Project Manager hands over a completed
development to a manager with a product support role; and

* (within a railway operator) a Project Manager hands over a completed project to
the operating function.

Typically the manager accepting responsibility will take on all the safety responsibilities
that the relinquishing manager had, although the relinquishing manager will remain
accountable for his or her past actions.

Page 2 -4
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2.6

2.7

Many different situations may occur but two fundamental points should be observed:

« No responsibility should be transferred until the accepting manager confirms in
writing that he or she is prepared to accept it.

*  The relinquishing manager should make sure that all relevant safety information is
recorded and that the records are up-to-date (see below).

Typically, the relinquishing manager will do this by assuring himself or herself that
the Hazard Log for the project is up-to-date and comprehensive, and, in particular,
that it records all assumptions and unresolved issues and then by endorsing the
Hazard Log (see chapter 13 for more details on the Hazard Log).

Transferring safety responsibilities between organisations

Typically this occurs when a supplier completes a contract for the supply of a safety-
related system. Exactly which areas of safety responsibility are transferred to the
customer and which remain with the supplier will be determined by the law and the
contract. The contract may leave the supplier with responsibility for maintenance, for
instance, in which case associated safety responsibilities will also remain with the supplier.

In any case, the supplier will remain accountable for their past actions.
Many different situations may occur but two fundamental points should be observed:

« No responsibility should be transferred until the accepting organisation confirms in
writing that it accepts the responsibility.

*  The supplier should make sure that all relevant safety information is recorded and
that the records are up-to-date (see P.7]below).

Typically, the supplier will do this by delivering a Safety Case. The Safety Case
should include a comprehensive list of assumptions, limitations on use and any
other caveats on which the conclusions of the Safety Case are based (see chapter
10).

ESM is concerned with controlling the risk associated with changes to the railway. Once
the change has been made, there is still a need to control risk but this falls outside the
scope of this book.

Passing on information

When a system is handed over, all information relevant to the safe operation of the
system should be passed on to the organisation accepting the system. This is the
responsibility of the Project Manager. There is a legal obligation in the ‘Health and Safety
at Work etc Act 1974" for suppliers of safety-related articles to ensure that there is
adequate information for the articles to be put into safe use.

The information handed over will typically include the following:
e system description, including details of interfaces and environmental requirements;
* hazards, precautions and safety features of the system;
« safety information for operators of the equipment or system:;

» detailed instructions for the operation, servicing and maintenance of the
equipment, including operating and technical handbooks, parts and spares
identification lists, drawings, and so on;

Issue 3
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e installation details, including calibration, verification testing, training requirements,
inspection schedule, and decommissioning requirements;

* details of responsibilities to be transferred, including hazard log maintenance,
training, system maintenance, and so on;

e details of items to be transferred, including hardware, software, and
documentation;

» procedures for fault reporting and change control, including approval;

e details of training requirements, including routine operation, emergency
procedures, maintenance, and so on.

The Hazard Log and the Safety Case are often the most important documents. They
describe the risks and how they are controlled. The system suppliers usually retain a
copy and some agreement may be needed on who will hold the master document.
Related guidance

Competency and training requirements for the roles outlined in this chapter are dealt
with in chapter 4.

Safety Cases and Safety Approval are discussed in chapter 10.
Hazard Logs are discussed in chapter 13.

The roles of the Independent Safety Auditors and Assessors and their responsibilities are
described fully in chapter 14.

Page 2 - 6
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3.1

3.2

Chapter 3
Safety Culture

Your organisation must have safety as a primary goal.

Guidance from volume 1

The most important factor in achieving safety is creating a safety culture. This means
running an organisation so that safety is seen as a primary goal and considered
appropriately in every activity. Everyone should understand that achieving safety will help
to meet business goals. Setting up safety procedures is not enough. All staff should
understand why these procedures are necessary and use them.

Background
An organisation’s safety culture is its general approach and attitude towards safety.

In a good safety culture, safety always comes first, and this will be apparent in the work
that the organisation produces. Safety is built into the organisation’s products, and its
safety procedures support what is already being achieved.

A good safety culture may be achieved through a combination of sound safety policy set
by management, awareness on everyone’s part of the importance of safety in all activities,
and motivation to put safety policy into practice.

This chapter provides guidance on fostering a good safety culture and explains the key
role of an explicit safety policy in doing this. It describes the content of safety policy
statements and how an organisation may implement them.

There are certain legal obligations on employers, relating to their safety policy. See
volume 1 for further details.

This chapter is written for:

» directors and managers wishing to establish or improve the safety culture within
their organisation.

Issue 3
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3.3 The benefits of a safety culture
In an organisation with a good safety culture, everyone:
e is aware of the importance of safety;
« makes safety the highest priority in all that they do;
e continually strives to improve safety; and
e understands the parts of the law and other regulations that are relevant to them.
The benefits of nurturing a good safety culture are that:
e safety is built into the organisation’s products and services;
e potential hazards and failures are detected and eliminated or controlled early;
e the organisation’s products are safe and visibly so;
« the organisation realises efficiencies and cost savings; and
e the risk of not conforming to legal obligations is reduced.

A good safety culture will enhance an organisation’s reputation, whereas a single major
incident can ruin it. Indeed a major incident can mar the reputation of the industry as a
whole, and cause harm to many of the interdependent organisations that contribute to
and rely on the industry’s success.

Richard Profit, in his book ‘Systematic Safety Management in the Air Traffic Services' [F.2],
specifies other significant benefits to an organisation’s business of creating a good safety
culture (page 19). This book is recommended for further reading on ESM.

3.4 Safety policy

The starting point for a good safety culture is a commitment on the part of management.
This is best expressed by the setting of a safety policy, endorsed by the board of
directors. A safety policy should state the organisation’s aims for achieving safety.

The safety policy statements should define the fundamental approach to managing safety
within the organisation. They should encompass both process and product safety issues.
It is up to each individual organisation to define their own set of safety policy statements,
according to the nature of their business. However, the safety policy statements should
cover the following issues:

e confirmation that safety is a primary goal for the organisation;

< definition of management’s responsibility and accountability for safety performance;
« the responsibility of everyone in the organisation for ensuring safety;

e the provision of assurance that products meet safety requirements;

¢ the continual improvement in safety within the organisation;

e compliance with regulations and standards; and

« the reduction of risk ‘so far as is reasonably practicable’.

These last two points are linked, since the ‘Health and Safety at Work etc Act, 1974’
requires the reduction of risk ‘so far as is reasonably practicable’. However, this should
be explicitly confirmed in the organisation’s safety policy.
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Absolute safety cannot be guaranteed and attempting to achieve it can distort the
allocation of resources, so safety should be balanced against other factors.

This means that:
« although safety should be a primary goal, it is not the only goal;
e pursuit of safety at all costs is not advisable; and
e judgement is required to know when to stop trying to reduce risk.
Some examples of other organisations’ safety policy statements are given in appendix D.

By defining the safety policy statements, ensuring that they are effectively implemented,
and monitoring their effect on safety and on the organisation, it is possible to encourage
and develop a good safety culture. Setting safety policy statements alone is not enough.
Management should nurture and encourage good safety practices, monitor safety, and
provide the necessary resources.

3.5 People’s responsibilities within a safety culture
A Safety Authority is commonly appointed to take on the role of initiating, implementing,
and maintaining an organisation’s safety culture and its safety policy.
Everyone within an organisation, from the board of directors down, is responsible for
understanding the importance of safety, following the safety policy, and incorporating it
into their everyday activities.
Roles and responsibilities for specific activities within ESM are described in chapter 2.
3.6 Putting safety policy into practice
The board of directors of an organisation should ensure that:
¢ there is management commitment to following the safety policy;
e everyone in the organisation is aware of the importance of following the safety
policy;
« the necessary training and resources are provided,
e the way that the organisation performs ESM is monitored and improved;
« the safety of the organisation’s products is monitored and improved,;
e the organisation is regularly audited to assess its performance with regard to
safety.
Awareness is a key factor in the successful implementation of safety policy. Everyone in
the organisation should be aware of the importance of safety and of the organisation’s
safety policy. The methods for achieving this will vary according to the size and type of
the organisation. It may be possible with smaller organisations to provide direct briefing
of the safety policy. With larger organisations, cascade briefing may be more practical.
Management should put in place procedures to implement the key components of safety
policy. Resources for ensuring successful implementation of safety policy should be made
available. This will include personnel with suitable background and training, as well as
equipment.
Management should provide the opportunity and motivation to all staff to improve the
safety of their work.
Issue 3 Page 3 -3
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3.7

3.8

How to monitor safety policy

Management should check that the safety policy is being implemented. Typically this will
be done with a rolling program which ensures that every aspect of the policy is
monitored over a period of a few years.

Typically an aspect of the safety policy is monitored on a random selection from all the
relevant activities of the organisation. In some cases it may be sufficient to carry out a
simple inspection of these activities. In other cases it may be appropriate to commission
a formal audit. The guidance on safety auditing in chapter 14 may be used as a basis for
such an audit.

Management should check that the findings of inspections and audits are acted upon.

The way in which the safety policy is implemented should be regularly reviewed to check
that it is consistent with good practice which evolves over time.

Management should provide an environment in which staff feel able to bring safety
shortcomings to management attention without fear of recriminations.

Related guidance

Roles and responsibilities for specific activities within ESM are described in chapter 2.
Guidance on safety auditing is provided in chapter 14.

Some example safety policies are presented in Appendix D.
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4.1

4.2

Chapter 4

Competence and Training

Your organisation must make sure that all staff who are responsible for ESM activities are
competent to carry them out. Your organisation must give them enough resources and
authority to carry out their responsibilities. Your organisation must monitor their
performance.

Guidance from volume 1

Staff should have the proper training, technical knowledge, skills, experience and
qualifications for their job.

Background
Anyone doing safety-related work should be competent to do the work.

To be competent, you must have the necessary training, technical knowledge, skills,
experience and qualifications to do a specific task properly. Competence is not a general
reflection on someone’s overall abilities. Just because you are not yet competent for a
specific task does not mean that you are an incompetent person. And conversely, being
competent at one task will imply little about your competence for another, unless the
two tasks are very similar.

There are two primary obligations on you if you are assigning or accepting a safety-
related task:

1 You should know your limitations and not go beyond them.

2 If you are assigning people to safety-related work, then you should ensure that
they are competent for that work.

The first obligation is a requirement of the codes of practice of several professional
institutions. For instance the British Computer Society Code of Conduct requires that
‘Members shall only offer to do work or provide service which is within their
professional competence.’

The second obligation is a legal duty in certain circumstances. See volume 1 for further
details.
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4.3

This chapter of the Yellow Book is concerned with the competence of individuals
(chapter 5 talks about suppliers). It provides some general guidance on the following
aspects of assuring the competence of staff:

1 specifying requirements for staff competence,
2  assessing personnel,
3 training,
4 monitoring.
This chapter is written for:
e those responsible for assigning safety-related tasks to staff, and

e anyone otherwise assessing the competence of staff.

Specifying competence requirements

Chapter 2 described how to allocate and document the responsibilities for safety-related
work. From these responsibilities, you should derive and document criteria for
knowledge, skills, experience and qualifications that are necessary to carry out the work.

Consider setting requirements on:
e education (for instance, relevant degrees or attendance at specific courses),
e professional status (for instance, Chartered Engineer), and
e experience (for instance, three years involvement in safety or quality auditing).

However do not restrict yourselves to requirements, like those above, which are easily
assessed, but try and set criteria for the minimum fundamental skills and knowledge that
are required to perform the task.

Many tasks require more skills and knowledge than any one person possesses. In that
case they will have to be tackled by a team and you should specify the required collective
competence of the team as a whole.

In addition to project-specific and non-safety criteria, Project Managers on safety-related
projects and Project Safety Managers should generally:

* have received training in ESM; and
» be a Chartered Engineer or full member of another professional organisation.

Anyone taking a leading role in the design or operation of a safety-related system should
be familiar with:

» the applicable law and standards, and
e current good practice.

Some tasks may also require certain personal attributes such as the resolve to resist any
pressure to compromise safety,
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4.4

4.5

Assessing competence

Before someone is assigned a safety-related task, they should be assessed to decide
whether or not they meet the criteria set for that task. This initial assessment should be
documented and kept, along with any supporting evidence. This evidence may be
required for the following reasons:

e as part of a Safety Case,
» for an independent safety assessment, or
e ininvestigating an incident.

The assessment is usually done by the individual's manager or a third person but it is
usually most effective to work with the individual.

Assessment of education, experience and professional status can be checked by direct
reference to CVs, which should be kept on file. Examinations or other tests may be used
to assess general skills and knowledge, but it is generally more useful to refer to
evaluated performance on similar tasks.

It is sometimes useful, or even necessary, to assign a safety-related task to someone who
does not yet fulfil the requirements to perform it, but who is likely to gain the necessary
qualifications (perhaps through performing the task). This is acceptable, provided that
they work under the supervision of an experienced mentor who does fulfil the
requirements. The mentor should be accessible to the person being supervised and
should take overall responsibility for the work.

All of this guidance applies as much to individual contract personnel as to employees
(although the selection of suppliers to take on specified tasks is covered in chapter 5).

Developing competence

Those responsible for staff training should make sure that staff skills and knowledge are
kept up-to-date. It may be necessary to arrange specific training for the work that they
need to do.

Training does not just include formal courses but also distance learning packages (such as
those provided by the Open University), computer-based training and on-the-job
coaching from senior staff.

Several professional organisations (including the IEE, IMechE and BCS) provide continuing
professional development schemes which can help in selecting appropriate training.
Professional engineers are expected to maintain their professional competence through
self-managed continuing professional development but the concept is of value to other
professionals as well. The schemes generally provide individuals with mentors who
periodically assist the individual to sets plans for their learning needs and to monitor
progress against previous plans. Each individual maintains a log book in which he or she
records planned and actual professional development. Some schemes also provide
guidance on the sort of training and experience which should be acquired for different
types of work and levels of seniority.
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4.6

4.7

4.8

4.9

If your organisation is arranging its own training then providing certificates of attendance
or of passing a final test can make it easier to assess people later (see section .
Certificates should have a limited life.

Monitoring

Most organisations have periodic evaluations of staff performance for business reasons.
These evaluations are particularly important for staff performing safety-related work, to
re-assess their level of competence for this work. This re-assessment provides
information on any additional training that they may need, or whether the person is not
suited to this role and should be transferred. Feedback on performance may also come
from audits and assessments and from incident evaluations.

In the case where a person performing a safety-related task needs to be replaced or
retrained, it is necessary to act quickly but with sensitivity.

Transitional arrangements

When introducing a more formal approach to assessing competence, it may be found that
the most experienced and capable personnel have not been through the training
programme that would be required for someone new taking on their job. This does not
mean that they should not continue in their roles, and in fact they may be required to
coach more junior staff.

A proven track record in a job is the most direct evidence of competence. It is normal
under these circumstances to write some transitional arrangements into the training
criteria, which exempt some existing staff from the formal criteria for their current job.
However, it is necessary to show not just that the individuals have held the post for a
period of time, but also that their performance has been satisfactory during that period.

Review and audit

Management should arrange to periodically review and/or audit the competency
arrangements to check that they are being put into action as planned and that they are
effective. If necessary, improvement actions should be defined and implemented.

Related guidance

Chapter 2 provides guidance on defining responsibilities

Chapter 5 provides guidance on selecting contract organisations to carry out safety-
related work.

At the time of writing two organisations had issued draft guidance in this area which may
be valuable further reading.

« HMRI had issued draft guidance on competence management and assurance which
describes principles and factors to consider when setting up a system to manage
competence.

e The Institution of Electrical Engineers, in collaboration with the British Computer
Society, had issued a set of competency statements for safety-related functions and
tasks.
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5.1

5.2

Chapter 5
Working with Suppliers

Whenever your organisation contracts out the performance of ESM activities, it must
make sure that the supplier is competent to do the work and can put these fundamentals
(including this one) into practice. It must check that they do put them into practice.

Guidance from volume 1

A supplier is anyone who supplies your organisation with goods or services. You can
share safety responsibilities with your suppliers but you can never transfer them
completely.

This fundamental is needed to make sure that the other fundamentals do not get lost in
contractual relationships. Your organisation will set specific requirements from these
fundamentals, which are relevant to the work being done, before passing the
requirements on to the supplier. You do not have to pass them on by writing them into
the contract, though this is normally a good idea.

Background

This chapter is concerned with the situation where safety-related tasks are contracted
out to another organisation. It is not concerned with contract personnel who work
under your organisation’s supervision (chapter 4 is relevant to that case).

Contracting out a safety-related task does not relieve your organisation of all
responsibilities for that task. It is your responsibility to make sure that the supplier is
competent to do the work. This responsibility is made clear in the Engineering Council’s
‘Guidelines on Risk Issues’ [F.3] and is a legal duty in some circumstances. See volume 1
for further details.

The contractor should also be required to adopt good ESM practice and they should be
monitored to ensure that they do.

Your organisation should also inform the supplier about hazards, risks and safety
requirements which are relevant to their work. This obligation is considered further in
the next section.

This chapter is written for:

e senior management or Project Managers, who are considering contracting other
organisations to perform safety-related work.
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5.3

5.4

Assessing suppliers

In the language of the ‘Construction (Design and Management) Regulations 1994’, a supplier
assessment should be ‘proportional and appropriate’ to the risks involved in the work. It
need not be extensive where the requirements are straightforward but it should be
written down and put on file.

Criteria should be set for the capabilities that a supplier should have to perform the tasks
satisfactorily. Typically these will include requirements that the supplier has:

e asuitable organisation with competent personnel;

¢ the necessary equipment which is properly maintained;

e asuitable health and safety policy appropriate to the work;

¢ an ability and commitment to undertake suitable and sufficient risk assessments;

« an effective Engineering Safety Management System to control the risks identified;
« the competence to deliver the contract.

Evidence should then be collected that the supplier meets these criteria. The following
evidence may be required:

e apre-tender safety plan;

e responses to a questionnaire;

e acopy of their safety policy and procedures;

* details of their accident and incident records;

e training records;

e CVs for the staff who will be performing the work;
¢ QA procedures;

e project review and monitoring documents;

e details of previous experience;

e references from other customers.

For complex tenders, a pre-selection procedure might be appropriate, with a detailed
assessment of those who are short-listed.

Where your business involves contracting out the same sort of work repeatedly, it may
save time to have a list of pre-assessed approved suppliers. If this is done, the list of
approved suppliers should detail the type of work that each supplier has been approved
for.

The safety performance of suppliers should be recorded and taken into account if the
supplier bids for further, safety-related work.
Specifying and monitoring work

You should produce written specifications of all safety-related work to be done by
suppliers and check that the suppliers meet these specifications.
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For simple requirements it may be sufficient to directly inspect the work being done or
the deliverables being produced. Additional deliverables may also be specified such as
audit and assessment reports, which may be used to check compliance. In other cases a
direct audit or assessment of the work may be needed, either by your organisation, or by
contracting a third party to do this. If a direct audit or assessment is required, then the
necessary access to the supplier’s information, people and premises should be specified in
the contract.

You should check that the supplier acts on the findings of any inspection or audit.

55 Related guidance

Chapter 4 provides guidance on assessing the competence of contract personnel who
work under your supervision.
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6.1

6.2

Chapter 6

Communicating and Co-ordinating

If your organisation has information that someone else needs to reduce risk, your
organisation must pass it on.

Whenever your organisation is working with others on one change, they must
co-ordinate their ESM activities.

Guidance from volume 1

Safety-related information may include problems you find in someone else’s work, or
assumptions about someone else’s work which are important to safety. Your
organisation should pass on any relevant information about hazards and safety
requirements to its suppliers.

There are specific legal obligations in the area of co-ordinating activities, for instance
regulation 9 of the ‘Management of Health and Safety at Work Regulations 1992".

Background

Safety issues do not respect organisational boundaries. Effective communications and co-
ordination are often needed to resolve them.

The responsibility to pass on information or to co-ordinate activities with others is a legal
duty in certain circumstances. See volume 1 for further details.

Railway Group Standards bring obligations on those involved in the UK mainline railway
to share information:

*  Group Standard GM/RT2250, ‘Safety Performance Monitoring and Defect Reporting of
Rail Vehicles and Plant and Machinery’ requires Railway Group members to submit
reports of safety-related defects to a centralised repository, managed by Railtrack,
and to share details of safety-related defects with of other members of the Railway
Group.
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The Engineering Council ‘Code of Professional Practice on Risk Issues’ also places a
professional obligation on all engineers to:

‘Communicate effectively with colleagues, both up and down the chain of
responsibility, to help ensure that risk management activities are sufficiently
comprehensive and understood.

‘Endeavour to raise awareness of potential hazards and risk issues among your
colleagues.

‘Seek to ensure that all those involved with a project are aware of any risks to which
they may be exposed, of any relevant limitations inherent in the design or operating
procedures, and of any implications for their conduct.

‘Discuss the reasons for incidents and near misses with your colleagues, so that
lessons can be learned.’

This chapter is written for:

e managers and engineers who have safety-related information that is required by
someone else or who need to work or liaise with others in the interest of safety.

6.3 What to communicate
Your organisation should make arrangements to pass on the following sorts of safety-
related information to people who need it to reduce risk:
e hazards, risk and arrangements to control them;
e limitations on the products and systems that your organisation makes and any
implications for users and maintainers;
« lessons learned, relating to safety; and
e safety-related information about your products, principally to your customers.
In particular, you should make sure that any of your suppliers who are doing safety-
related work have all relevant information regarding:
¢ hazard identification and risk assessments that you have carried out;
e strategies that you have defined to control risk; and
« safety requirements that you have established.
If any of this information changes, then you should make sure that you inform your
suppliers of the change promptly.
If one of your suppliers tells you about a safety issue that other suppliers should be aware
of then you should pass the information on.
Your organisation should put in place arrangements to capture and record this sort of
information, to decide who should receive it, and to make sure that they do receive it.
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6.4

6.5

6.6

Communication within your organisation

There will probably need to be several different processes for communicating different
sorts of information. Do not feel restricted to using formal documents (such as
memoranda, user manuals, Safety Case, Hazard Log). You may find it effective to
communicate information by:

« face-to-face briefings,

« informal documents (such as newsletters, bulletins, electronic mail),
e audio-visual packages,

e training.

Whatever method you choose, you should make sure that it is auditable.

Communication between organisations

Initially it is usually a good idea to pass information on verbally, so that misunderstandings
can be quickly resolved. However communication of safety-related information should be
done auditably, so it should be confirmed in writing afterwards.

Considerations of commercial confidence and the expense of providing certain classes of
information can make passing necessary information around slow and expensive. To
avoid this happening, it is often a good idea to enter into non-disclosure agreements and
to agree who will pay for what at the outset of any partnership.

Co-ordinating under normal conditions

Cross-organisation working groups with a focus on safety are commonly set up in
military projects (see DEF-STAN 00-56 [Error! Cannot open file.] and MIL-STD 882C
[Error! Cannot open file.]).

If several organisations are involved in a project then the lead organisation should set up
such a working group and involve all other interested parties including users, maintainers
and suppliers.

The working group should be given clear terms of reference. It should have the authority
to resolve straightforward issues directly, but will need to escalate issues which have a
complexity outside its scope, or which are outside its authority (often where significant,
unplanned resources need to be expended).

It can be useful to maintain a database of safety issues and to track their resolution.

All co-ordination arrangements should be put in writing so that they can be audited.
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6.7 Co-ordinating under emergency conditions

If your organisation potentially has to deal with an accident or emergency, then it should
have contingency plans in place to co-ordinate responses with others to do this:

e your organisation will need to have arranged, in advance, lines of communication
and control and have set up dedicated communications facilities (such as land lines
or radio communications);

e your organisation should have agreed arrangements in place for dealing with
emergency services and for communicating with the general public and the media;
and

e your organisation may wish to set up joint exercises with the people you will have
to deal with, if there is the realistic possibility that you may have to deal with a
catastrophic incident.

6.8 Related guidance

Chapter 2 provides guidance on the transfer of responsibilities. There are requirements
for making sure that whoever takes on responsibility is properly informed.
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7.1

7.2

Chapter 7
Defining Changes

Before starting work on a change, your organisation must define the aims, extent and
context of the change.

Guidance from volume 1
This is often done in a requirements specification.

If you are in doubt about the aim, extent or context of the change, you will also be in
doubt about claims for its safety.

When you define a change you should also find out which authorities will have to
approve your safety case.

General

Understanding the aims, extent and context of a change is fundamental to successful ESM.
Any change to the railway can be regarded as introducing a new system, or changing an
existing one. Understanding the boundary between this system and its environment is a
pre-requisite to understanding how the system might contribute to an accident (that is
understanding what its hazards are).

illustrates the relationship between the system boundary, hazards and
accidents.

The system or equipment may consist of software, hardware, people and procedures.

The environment consists of any anything that could influence, or be influenced by, the
system or equipment. This will include anything to which the system connects
mechanically, electrically or by radio but may also include other parts of the railway that
can interact through electromagnetic interference, or thermal interchange. The
environment will also include people and procedures that can affect, or be affected by,
the operation of the system or equipment.
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7.3

Railway

System
Boundary

Causal
Factors

Accident Trigger

Figure[7}1 - The system boundary in safety analysis

The aims, extent and context of a change should already be defined in a requirements
specification but, if they are not, you should clarify them before starting to proceed with
safety analysis. If there is not sufficient information available to completely define the
change, then explicit assumptions should be made. These assumptions will need to be
confirmed at some later stage in the lifecycle of the change and this confirmation should
be planned.

The aims, extent and context may change during the life of the system or equipment.
You should monitor them for change and, if they do change, you should review all
affected ESM activities and rework them as necessary.

This chapter is written for:
e Project Managers, and

* anyone involved in performing or reviewing a risk assessment.

The supplier chain

Any railway involves a network of stakeholders. The ultimate services to the public are
provided by railway operators, including train operators, station operators and
infrastructure controllers. However they rely on suppliers in order to do this, their
suppliers rely on other suppliers and so on.

It may be the case that the overall safety of the railway depends upon the weakest link in
this chain.

Figure 7-2]shows an example of this state of affairs. A train operator relies on a train
supplier to provide them with trains. The train supplier, in turn relies on other
companies to supply train components, such as the driver’s display. Of course this is just
a small fragment of a much more complex network of suppliers.
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Train
Operator

|

Train
Supplier

T

Display
Supplier

Figure [7]2 - A railway supply chain

There is a hierarchy of systems associated with this network of suppliers, as illustrated in

This shows that System B (a train, perhaps) is part of the railway as a whole
and System A (the driver’s display, perhaps) is part of System B.

Railway

System B

System A

Accident Trigger

Figure[7}3 - The system hierarchy

The suppliers of both system A and system B need to carry out ESM but they will use
different system boundaries and, as a result, concentrate on different hazards.
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7.4

7.5

System B provides the environment for system A. The supplier of system B should,
therefore, provide the supplier of system A with information that the latter needs to
carry out ESM, including relevant hazards, risks and safety requirements associated with
System B. This is discussed further in chapter 6.

Product development

A product manufacturer may not know all the environments in which their product may
be considered for application. In general, they proceed by making informed assumptions
(from their own knowledge and by talking to likely customers) about the environment
that their product will experience (see [Figure 7-4). These assumptions should be made
explicit and written down. When it comes to preparing a Safety Case for a specific
application, a large part of the work required will be to check that these assumptions
hold in the application in question.

Assumed environment

Product

o =

Figure [714 - Product development

Related Guidance

Chapter 6 provides guidance on the information that should be provided to suppliers, to
allow them to carry out effective safety analysis.
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8.1

8.1.1

Chapter 8

|dentifying Hazards and Assessing and Reducing
Risk

When your organisation considers change, it must make a systematic and vigorous
attempt to identify any possible hazards. Your organisation must consider hazards which
could contribute to an accident at any time, from introducing the change into the railway
to removing it.

Your organisation must assess the effect of any proposed change on overall system risk.

Your organisation must carry out a thorough search for measures which reduce overall
system risk, within its area of responsibility. It must decide whether each measure is
reasonably practicable and, if so, must take it.

If your organisation finds that risk is still intolerable, it must not accept it.

Guidance from volume 1

Identifying hazards

Identifying hazards is the foundation of ESM. If you do not identify a hazard, you can take
no specific action to get rid of it or reduce the risk relating to it. However, you may be
able to take general actions, such as introducing safety margins.

You should not just consider accidents which might happen during normal operation, but
others which might happen at other times, such as installation, track-testing,
commissioning, maintenance, emergencies, decommissioning and disposal.

You should consider the people who the change will affect, and design it to help them
avoid mistakes.

When identifying hazards, you should consider all the effects of the change on the rest of
the railway and its neighbours.

You may identify a possible hazard which you believe is so unlikely to happen that you do
not need to do anything to control it. You should not ignore this type of hazard; you
should record it together with the grounds for your belief that it is so unlikely to happen.
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8.1.2

8.1.3

8.2

Assessing Risk
There are legal duties to assess risk.

Risk measures the likelihood that an accident will happen and the harm that could arise.
You should consider both factors. Your organisation should also consider who is affected.

Some changes are made specifically to make the railway safer, that is to reduce risk, at
least in the long run. You should still assess them in case they introduce other risks.
Reducing Risk

If the risk is in the broadly acceptable region, you need only consider measures which are
clearly reasonably practicable.

There are legal duties to do this.
You should look for:
e ways to get rid of hazards or to reduce their likelihood:;
e ways to contain the effects of hazards, if they happen; and
e contingency measures to reduce harm if there is an accident.

You should look for ways of controlling both hazards introduced by the change itself and
hazards that are already present in the railway. Even if a change is designed to make the
railway safer then you should still see if there are ways that you could make the railway
even safer.

Background

Most railway changes are associated with risk, that is the potential for harm to people.
The risk associated with a change can vary from negligible to totally unacceptable.

Risk can generally be reduced, although usually at a cost.

Risk assessment entails a systematic analysis of the potential losses associated with a
change and of the measures for reducing the likelihood or severity of loss. It enables
losses to be aggregated and compared against the cost of measures.

Risk assessment is tightly coupled with hazard identification and risk reduction. The
hazards of a system have to be identified before an accurate assessment of risk can be
made. Risk assessment provides, throughout the lifecycle of a system or equipment, both
input to risk reduction and feedback on its success.

This chapter presents a single, systematic framework for:
e identifying hazards,
e assessing risk, and
*  reducing risk.

The next section provides some further background.

The following sections describe a seven-stage process for hazard identification, risk
assessment and risk reduction.

This chapter is written for:

e anyone involved in performing or reviewing a risk assessment.
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8.3

8.3.1

8.3.2

Underlying concepts

Concepts and terminology

Risk assessment requires an understanding of potential Accident Sequences, the
progression of events that result in accidents.

An Accident is an unintended event or series of events that results in harm.
A Hazard is a condition that could lead to an accident.

Hazards arise from events or sequences of events such as Failures, that is, when a
system or component is unable to fulfil its operational requirements. An accident
sequence may be represented as follows:

Event 1 Event 2 Hazard Accident

4} State 1 4} State 4} Accident

Trigger

Figure 1 - Accident sequences

However not every failure results in a hazard and not every hazard results in an accident.
Fault tolerant mechanisms may mean that more than one failure is required before a
hazard occurs. Similarly, hazards may not result in accidents due to the action of
mitigating features.

Failures may be classified into two types:

 Random. Failures resulting from one or more of the possible degradation
mechanisms in the hardware. These failures occur at predictable rates but at
unpredictable (that is random) times.

» Systematic. Failures related in a deterministic way to a certain cause, which can
only be eliminated by a modification of the design or of the manufacturing process,
operational procedures, documentation or other relevant factors.

The distinction is made between random and systematic in order to establish targets for
failure mechanisms in the system. Random failure targets can be decomposed as
numerical requirements through mathematical methods. However, systematic failure
targets are divided into four bands and, for each band, a level of design processes and
requirements is defined to reduce the risk until acceptable. These levels are called
Safety Integrity Levels (SILs) and are discussed further in chapter 9 on Safety
Requirements.

Note that SILs are not the only means of controlling systematic failures; they may be controlled
through architectural design features as well.

Risk is defined to be the combination of the likelihood of occurrence of harm and the
severity of that harm.

The individual risk experienced by a person, is their probability of fatality per unit time,
usually per year, as a result of a hazard in a specified system.

UK Law and the ALARP principle

We have seen that the ‘Health and Safety at Work Act (1974) places duties on employers
to ensure health, safety and welfare ‘so far as is reasonably practicable’. This section gives
more guidance on this test. It is based on the HSE publication ‘Reducing Risks, Protecting
People’ [F.6].
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If you are working on a change to the railway, you should first identify the hazards
associated with the change. You should make sure that you have precautions in place
against each hazard within your control, unless you can show that the risk arising from
the hazard is negligible.

You should make sure that your precautions reflect good practice, as set out in the law,
government guidance and standards. If the risk is low and completely covered by
authoritative good practice, showing that you have followed it may be enough to show
that the risk is acceptable. For instance the electrical safety of ordinary office equipment
is normally shown by certifying it against electrical standards. However, before you
decide that just referring to standards is enough, make sure that:

. the equipment is being used as intended;
. all of the risk is covered by the standards; and
. the standards cover your situation.

If following good practice is not enough to show that the risk is acceptable, you should
also assess the total risk that will be produced by the part of the railway being changed.
You then need to compare it with two extreme regions.

. An unacceptable (or intolerable) region where risk can never be accepted.
. A broadly acceptable region where risk can always be accepted.
To decide whether or not to accept a risk:

1 check if the risk is in the unacceptable (or intolerable) region — if it is, do not
accept it;

2 check if the risk is in the broadly acceptable region — if it is, you will not need to
reduce it further, unless you can do so at reasonable cost, but you must monitor it
to make sure that it stays in that region; and

3 if the risk lies between these two regions, accept it only after you have taken all
‘reasonably practicable’ steps to reduce the risk.

illustrates the principle described above. This is often referred to as the
ALARP principle, because it ensures that risk is reduced ‘As Low As Reasonable
Practicable’.

You should consider ways of making the change less likely to contribute to an accident.
You should also consider ways of making the change more likely to prevent an accident.
You do not have to consider steps that are outside your control.

You will generally expect the risk to be lower after the change than it was beforehand; if
it is higher, it is unlikely that you have reduced risk as low as reasonably practicable.

If you are uncertain about the risk then you should err on the side of caution -
uncertainty does not justify inaction.

The principle should be interpreted intelligently. Sometimes it may be necessary to
accept a modest increase in risk in the short term to achieve sustained decrease in risk in
the long term.
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A

Unacceptable
region

Tolerable
region

Increasing
individual
risks and
societal
concerns

Broadly acceptable
region

Negligible risk

Risk cannot be justified save in
extraordinary circumstances

Control measures must be
introduced for risk in this region
to drive residual risk towards
the broadly acceptable region.

If residual risk remains in this
region, and society desires the
benefit of this activity, the
residual risk is tolerable only if
further risk reduction is
impracticable or requires action
that is grossly disproportionate
in time, trouble and effort to the
reduction in risk achieved

Level of residual risk
regarded as insignificant and
further effort to reduce risk
not likely to be required as
resources to reduce risks
likely to be grossly
disproportionate to the risk
reduction achieved.

Figure B}2 — The ALARP Principle

There are requirements to assess risk as well as to reduce it. The ‘Management of Health
and Safety at Work Regulations (1992)" are made under the ‘Health and Safety at Work etc
Act (1974) and have the force of law. They require employers to perform ‘suitable and
sufficient’ assessment of safety risks to all people exposed to the hazards of an

undertaking.

To be suitable and sufficient, the sophistication and depth of risk assessment should be

proportionate to the level of the risk.
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8.4.1

The seven-stage process — general remarks

Overview of process

The seven-stage process, depicted in Figure 8-3]will form the basis of the guidance in this
section.

1: Hazard
Identification

VRN

3: Consequence

Analysis

4: Loss Analysis

|

5: Options
Analysis

v

6: Impact
Analysis

v

7: Demonstration
of ALARP and
Compliance

2: Causal
Analysis

Figure |§|—3 - Risk assessment stages

This seven-stage process is the approach recommended by this book. There are
alternative, effective techniques.

Hazard Identification involves identification and ranking of hazards.

Causal Analysis involves establishing the primary causal factors which may give rise to a
hazard and estimating the likelihood of occurrence of each hazard.

Consequence Analysis involves establishing the intermediate conditions and final
consequences, which may arise from a hazard, and estimating the likelihood of accidents
arising from each hazard.

Causal and Consequence Analysis may be undertaken in parallel.

The consequences of each hazard may be associated with a range of losses (that is harm
to people, damage to the environment or commercial detriment). Loss Analysis
requires estimation of the magnitude of the safety losses (that is harm to people), before
considering options to reduce risk.
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Risk reduction and control requires identification of a range of potential risk reduction
measures for each hazard. Options Analysis comprises determination of such measures
and assessment of their implementation costs.

Impact Analysis involves assessing the net benefits associated with implementation of
each risk reduction measure, in terms of the reduction in risk. This is achieved by
revising the previous stages to allow for the effects of the measure.

Demonstration of ALARP and Compliance involves determining which risk
reduction measures should be implemented and justifying the acceptance of any
remaining risk This is done by selecting those that are required by the ALARP principle
or by safety targets imposed by the railway operator.

Scope of application

If you are faced with a decision that involves risk, you will generally have to do two
things:

1 Establish the facts on which you have to take a decision — what the hazards and
risks are. This is generally a technical and objective process.

2 Establish and apply decision criteria to the facts. These are always based upon
values and hence have a subjective element.

The seven-stage process provides a generally-applicable framework for the first stage and
a framework for applying certain published decision criteria to justify a claim that risk has
been reduced ALARP. However you should be prepared to tailor it to your specific
situation.

To understand the sort of tailoring that may be required, it is convenient to refer to
some definitions from the UK Offshore Operators Association’s Industry Guidelines on a
Framework for Risk Related Decision Support [F.7]. This document explains how risk related
decisions can be placed in a spectrum running from:

» technology based decisions for risks that are well understood, uncontroversial
and with low severity consequences; to

* values based decisions where there is significant novelty, public concern or
potential for catastrophic consequences.

If you are faced with decisions towards the technology based end of the spectrum, you
can replace some of the stages in the seven-stage process with reference to authoritative
good practice (see section . Essentially the good practice embodies the results of
analysis that has already been done which you do not need to repeat.

Even if you use the full seven-stage process, you will still want to show that you have
used good practice, unless you have moved so far from the technology based end of the
spectrum that there is no established good practice for what you are doing.

As you move towards the values based end of the spectrum, you are likely to find that
the process of establishing the facts becomes an increasingly smaller part of the problem,
and that establishing decision-criteria becomes the larger part. For these decisions, you
will need to supplement the seven-stage process with significant additional activities to
consult stakeholders in order to arrive at justifiable decisions.
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illustrates the parts that good practice, the seven-stage process and
stakeholder consultative processes might play in different sorts of decisions. The width of
each band gives a rough indication of the relative significance of each type of activity.

Technology Based

Good
practice

Consultative
processes

Values Based

Figure E|-4 — Approaches to different risk decisions

8.4.3 Quantitative and qualitative analysis

The seven-stage process presents a uniform framework for assessment of the full range
of risks associated with any given undertaking. Within this framework, the analysis may
be performed to different depths. Qualitative risk assessment is appropriate for the
smaller risks and quantitative risk assessment for the larger risks. It is also possible to
adopt hybrid approaches.

It is acceptable, in both approaches, to adopt approximations provided that they are
conservative, that is that they do not under-estimate risk.

Qualitative risk assessment relies mainly upon domain expert judgement and past
experience. It addresses the risks of an undertaking in a subjective and coarse manner.
There is not a complete lack of quantification but order of magnitude estimates are
generally used. Its advantages are that:

» it does not require detailed quantification, data collection or analytical work,
e itis relatively simple, and
* itis less expensive than quantitative risk assessment.

Its disadvantages are that:

» the assumptions require thorough documentation, and
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e it is inadequate as the sole basis for assessment of major risks, including those
arising from low loss incidents of high frequency, as well as from low frequency
incidents associated with high losses.

Quantitative risk assessment employs rigorous analytical processes. Whilst based upon
the same fundamental principles as qualitative risk assessment, quantitative risk
assessment will typically employ modelling, using objective and validated data; explicit
treatment of the uncertainty associated with input data; and explicit treatment of the
dependencies between significant factors contributing to risk.

Its advantages are that:
e itis more accurate than qualitative risk assessment,
e it helps identify hidden assumptions, and

e it provides a better understanding of the potential causes and consequences of a
hazard.

Its disadvantages are that:
e itis complex,
e it requires expertise,
e it requires a lot of objective data,
e itis difficult to quantify the probability of systematic failures,
e itis more expensive than gualitative risk assessment, and
e it can require significant computing resource.

Qualitative risk assessment is likely to suffice for most hazards. However, hazards, with
the potential to lead to major or catastrophic consequences, may require quantitative
risk assessment. A quantitative approach may also be justified for novel systems where
there is insufficient experience to support an empirical, qualitative approach.

Quantitative risk assessment is more expensive than its qualitative counterpart and
should only be applied if it is justified by the increased confidence achieved.

Iteration and preliminary hazard analysis

Safety analysis is iterative: as the design progresses, the analysis should be repeated to
take account of change and extended to cover the extra detail. The design can then be
modified to avoid hazards or reduce risks as soon as they are identified. The process
should start as soon as a high-level description of the system is available.

A preliminary hazard analysis should be carried out at the start of a project to
determine a measure of the scope and extent of the risk presented by the change.

Preliminary hazard analysis is a first-pass hazard identification and risk assessment
intended to determine:

a) the scope and extent of risk presented by a change, so that ESM may be applied to
an appropriate depth;

b) a list of potential hazards that may be eliminated or controlled during initial design
activity.
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8.4.7

At the start of a project, design detail will almost always be limited, so the results of
preliminary hazard analysis (in particular the depth of application of ESM) should be
backed up and re-assessed by carrying out a full analysis and risk assessment as soon as
detail is available.

Preliminary hazard analysis should be carried out before any significant design activity
begins. It requires a full high-level description of the system’s function and construction
and its interfaces to people and other systems.

The risk assessment activity carried out during preliminary hazard analysis should consist
of annotating identified hazards with an initial appraisal of their severity and likelihood.
Ideally, the preliminary hazard analysis should support the process of initial safety
requirements setting and, therefore, should provide targets for the likelihood of each of
the identified hazards.

The results of the preliminary hazard analysis should be used to decide where further
guantified analysis is required.

The findings of preliminary hazard analysis and the decisions that result should be
documented in a report.

Use of historical data

Risk assessment always relies on some form of extrapolation from the past to the future.
Historical data is used at many stages but it should be used with care. The reasons for
this include the following:

» Insufficient information may be available to determine whether historical figures
are relevant to the circumstances of concern, particularly regarding rare major or
catastrophic accidents and the circumstances surrounding previous incidents.

» Secondary effects arising from an incident are likely to be difficult to reliably
determine (for example fires, derailment or exposure to harmful substances).

Inappropriate use of historical data can undermine the analysis, and significantly reduce
the accuracy of risk assessment.

Where historical data is employed in an assessment, a clear argument should be
presented that its use provides an accurate forecast of the losses associated with the
particular circumstances under study.

Documenting the process

Typically, the results of a risk assessment study will be compiled into a risk assessment
report so that they can be subject to review and endorsement.

Once risk assessment results have been reviewed and endorsed they should be
immediately incorporated into the Hazard Log which is described in chapter 13.
Division of work

The seven-stage process provides an overall framework for controlling risk and
demonstrating compliance with legal obligations. In practical application it is often the
case that different parts of the process are performed by different organisations.

Any change to the railway can be regarded as introducing a new system or changing an
existing one.
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Performing the entire process requires expertise on both:
e the system, its function and design, and
» the railway environment in which the system will run.

Typically the former expertise is provided by the system supplier and the latter
expertise is provided by the railway operator, that is the infrastructure controller,
train operator or station operator. shows the typical division of
responsibilities, across the steps.

As a result of the analysis performed, the railway operator will typically define tolerable
hazard rates for common applications of common systems, that is maximum acceptable
rates for the occurrence of these hazards which are consistent with their legal and
regulatory constraints and corporate safety objectives.

Step Railway operator activities | System supplier activities
Hazard Provides initial hazard list Confirms and extends hazard
Identification list

Causal Analysis Reviews analysis Performs analysis

Consequence
Analysis

Performs analysis Reviews analysis

Loss Analysis

Provides initial modelling data

Performs analysis

Options Analysis

Reviews analysis

Performs analysis

Impact Analysis

Provides initial modelling data

Performs analysis

Demonstration of

Demonstrates achievement of

Derives acceptable/tolerable

ALARP and hazard rates acceptable/tolerable hazard
Compliance rates
Demonstrates ALARP

Table[g}1 - Division of work

All parties work within overall safety targets and criteria set by the railway authority,
the body accountable to the safety regulator for the safety of the railway.

Using likelihood-severity matrices to simplify repeated assessments

If you have to carry out a series of risk assessments of applications of a system which are
similar, then you may find that a likelihood-severity matrix can save repeating the
same work. The matrix may be produced by the railway operator or by the system
supplier from information provided by the railway operator or railway authority.
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A likelihood-severity matrix has the following general format:

Likelihood Severity
Insignificant Marginal Critical Catastrophic

Frequent
Probable
Occasional
Remote
Improbable
Incredible

TabIeIE-Z - Example format of likelihood-severity matrix

Table 8-2]is only an illustrative example. It shows the column and row headings suggested
in EN 50126 [F.8]. Other headings may be used. See for instance the guidance provided
in in Railway Group Standard GK/RT0206 [F.9] and Railway Group Code of Practice
GK/RCO0701[F.10].

The two components of risk — frequency (or likelihood) and consequence (or severity) —
are partitioned into broad order or magnitude categories which are then used to index
the rows and columns of a matrix. Each cell within the matrix then represents a broad
region of risk. The example above is empty but, in a real matrix, a risk acceptability
category is written into the cell.

It is not possible to create one general-purpose matrix that will suit all railway
applications. A matrix should be designed with likelihood, severity and risk acceptability
categories that are appropriate to the situation in hand. The matrix should be associated
with:

e definitions of the likelihood, severity and risk acceptability categories used;

¢ an explanation of how the risk acceptability categories relate to the Intolerable,
Tolerable or Broadly Acceptable categories of the ALARP triangle and to any
overall safety targets set by the Railway Authority;

e assumptions on which the matrix is based; and about the system, its hazards, its
environment, its mode of use and the number of systems in service;

e guidelines for the use of the matrix.

It is common practice to employ three categories (Intolerable, Tolerable and Broadly
Acceptable). An additional categorisation may also be found useful, in which the
Tolerable category is split into two, one towards the Intolerable end of the range and
one towards the Broadly Acceptable end.

Before using the matrix, you should show that it meets all the following criteria:

e If all hazards of the system are assessed as Tolerable then it follows, using the
explicit assumptions, that the total risk presented by the system to any affected
group of people falls in the tolerability region and is consistent with overall risk
targets set by the Railway Authority.

e If all hazards of the system are assessed as Broadly Acceptable then it follows, using
the explicit assumptions, that the total risk presented by the system to any affected
group of people falls in the broadly acceptable region.
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e The matrices can be used to support a justification that risk has been reduced
ALARP. The guidelines should emphasise that the final judgement on ALARP
relates to the total risk arising from the system as a whole, and, in particular should
advise that:

e Partitioning the risk across hazards and evaluating each hazard against a
chosen matrix alone may lead to each hazard being considered as Broadly
Acceptable or Tolerable, whereas the total system risk may be in a higher
category.

e The total risk should be reduced so far as is reasonably practicable. So, if the
total risk is in the Tolerable region but the classification from one particular
hazard is Broadly Acceptable, the risk from this hazard should still be reduced
further if it is reasonably practicable to do so.

When using the matrix, you should provide justification of the likelihood and severity
categories assigned to each hazard.

To avoid possible later problems with use of the matrices, you should submit the matrix
with your justification that it meets these criteria for endorsement by any Safety
Authority whom you may later ask to endorse a safety argument using the matrix.

Risk assessment and broader decision making

Risk assessment is focussed on demonstrating compliance with legal safety obligations and
these are phrased in terms of harm to people. These obligations place constraints on the
alternatives that may be followed. The seven-stage process will assist you in eliminating
alternatives which do not comply with your obligations. The seven-stage process can be
extended to help control non-safety losses (such as environmental and commercial
losses) but that is beyond the scope of this book.

In broader decision making, it is appropriate to consider non-safety losses, such as
environmental and commercial harm as well as the opportunities for reaping benefits of
many different sorts. Techniques such as Weighted Factor Analysis [F.11] provide a basis
for balancing the factors in such decision making.
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8.5.1
8511

8512

8513

The seven-stage process — stage by stage

Stage 1: Hazard Identification
Introduction

Before conducting hazard identification, you need to understand the boundary of the
system concerned and its interactions with its environment. This is discussed in chapter
7. When performing hazard identification, you should always look out for interactions
that have not been identified and which have the potential to be implicated in hazards.

Hazard Identification is fundamental to the risk assessment process. Absence of a
systematic and comprehensive Hazard Identification phase can severely undermine the
risk assessment process. In the worst case this can create an illusion of safety and a false
sense of confidence.

When identifying hazards, you should not restrict yourself to the steady-state operation
phase but consider all aspects of the systems lifecycle from the point at which it is
installed on the railway to its final decommissioning, including maintenance and upgrade.

Systematic identification of hazards may be performed empirically or creatively.
Empirical hazard identification

Empirical hazard identification relies largely upon knowledge and experience of the past
to identify potential hazards. Whilst it is sometimes sufficient for routine undertakings,
novel or modified undertakings will generally also require a more creative form of hazard
identification.

Empirical hazard identification methods include:
» checklists (see appendix C), and
e structured walkthroughs.
The following more rigorous empirical methods may also be used:

e Failure Mode and Effects Analysis (FMEA) for equipment and systems (see
appendix E), and

e Task Analysis for man-machine interfaces (see [F.12]).

These latter techniques identify particular component failures or human errors, which
may lead to hazardous circumstances. They do, however, require a detailed knowledge of
the failure modes of components and sub-systems, including human actions and likely
errors.

Creative hazard identification

Creative hazard identification methods provide systematic techniques to encourage
lateral and imaginative creative thought. Ideally they should employ a team-based
approach to exploit the diverse and complementary backgrounds of a range of
individuals. They include:

e brainstorming,
e Hazard and Operability Studies (HAZOP) (see appendix E).

Empirical and creative hazard identification complement one another, increasing
confidence that all significant hazards have been identified.
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General remarks

Once identified the hazards should be listed. The record of hazards is usually maintained
in a Hazard Log (see chapter 13).

Each hazard is usually associated with several causes. If you have identified a large number
of hazards, you should check to see that you have not separately identified multiple
causes of a single hazard.

To focus risk assessment effort upon the most significant hazards, the hazards should be
ranked. The subsequent stages of risk assessment, as detailed in this document, should be
applied on a prioritised basis, beginning with the highest ranking hazards. The relative
rank of each hazard should be used to guide the breadth and depth of its further analysis.
A simple matrix should be employed. A sample ranking matrix is presented in Appendix
D.

Issue 3

Page 8 - 15



Volume 2

Engineering Safety Management Guidance

8.5.2
8521

8522
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Stage 2: Causal Analysis
Introduction

Once you have identified and ranked the hazards you should determine those factors
contributing to the occurrence of each hazard, in order to:

* enable accurate assessment of the likelihood of occurrence of each hazard; and
* help identify measures to reduce the likelihood of its occurrence.

Causal Analysis requires domain knowledge of the system or equipment. Causal Analysis
generally assumes that the design material is organised as a functional hierarchy which
shows how the overall system is broken down into ever smaller components.

Before the Causal Analysis can be completed, the analyst should have seen a complete set
of design material, normally including but not limited to:

e physical drawings of the system,
e component lists, and
e operating and maintenance instructions.
The key factors to consider in the analysis process are:
* identification and modelling of common cause failures,
» interdependency of some errors and failures, and
» the correct logical relationships.

Most Causal Analysis techniques employ a diagrammatic representation of the errors and
failures leading to a hazard. This helps to understand and communicate the relationships
between the causes of a hazard and is therefore recommended.

Causal Analysis may be done qualitatively or quantitatively.
Qualitative analysis

Qualitative Causal Analysis should be done to a depth sufficient to enable a realistic
subjective estimate to be made of the likelihood of the hazard. It may not be necessary
to go to the level of detail of failures in basic system elements in order to do this.

Quantitative analysis

Quantitative Causal Analysis of a hazard should continue until all the fundamental causal
factors have been identified, or until there is insufficient reliable data to go further.
Fundamental causal factors include basic component failures and human errors.

Accurate quantification of causal models requires an objective assessment of the
frequency or probability of occurrence of fundamental causal factors. These are then
combined in accordance with the rules of probability calculus to estimate the probability
of occurrence of the hazard.

Key issues are:
e obtaining reliable and accurate data;
e appropriate treatment of uncertainty in the data;

e sensitivity analysis; and
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e ensuring that different causal factors are combined appropriately to yield
consistent results (for example ensuring that two frequencies are not multiplied to
yield units in terms of per time squared).

The depth of treatment of uncertainty in data sources should vary according to the
nature of the hazard being assessed. For example, consider a hazard with potentially
significant consequences. Suppose that a causal factor is identified whose occurrence
leads to a high likelihood of realisation of the hazard. Significant uncertainty in estimates
of the frequency of the causal factor are likely to result in significant uncertainty in the
frequency determined for the associated hazard (and may, in turn, lead to significant
underestimates of potential losses). In such cases, further analysis of the likely frequency
of the causal factor is warranted.

Quantitative analysis should aim to minimise the significance of uncertainties. The nature
and implications of all uncertainties should be carefully documented.

Where the frequencies of causal factors are specified with confidence intervals, accurate
estimation of the likely mean and distribution of the frequency of occurrence of a hazard
requires use of statistical simulation techniques.

Quantitative Causal Analysis techniques are generally based upon formal mathematical
foundations and are supported by computer based tools. However, they cannot generally
handle variation in the frequencies of causal factors over time.

Since the causal models are usually generated with the assistance of individual domain
experts, they should be subject to peer review in order to enhance confidence in their
integrity and correctness.

If a particular hazard occurs frequently, and reliable statistics are available concerning the
probability of its occurrence, detailed quantitative Causal Analysis may not be necessary,
but it may still be useful in determining the causes of the hazard and helping to identify
potential hazard prevention measures.

General remarks

Fault Tree Analysis and FMEA are techniques which may be used to perform Causal
Analysis, see section appendix E. ENV 50129:1998 [F.13] provides guidance on identifying
the failure modes of hardware items which may support these or other techniques.
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8.5.3.2

8.5.33

Stage 3: Consequence Analysis
Introduction

In contrast to Causal Analysis, which is aimed at determining the factors which lead to
the occurrence of a hazard, Consequence Analysis involves determining the possible
effects of each hazard. The results of Consequence Analysis should provide an estimate
of the likelihood of occurrence of each incident following realisation of the hazard in
order to:

e support accurate assessment of the likely losses associated with a hazard; and
* help identify control measures for the hazard.

Like Causal Analysis, Consequence Analysis is mainly empirical, requiring domain
knowledge of the system’s environment. It is generally applied to each hazard in a
bottom-up manner until all potential consequences (incidents and accidents) have been
determined. This leads to identification of several other intermediate states and
consequences.

Key issues are:
» developing a clear understanding of the hazard; and

e determining existing physical, procedural and circumstantial barriers to the
escalation of the hazard.

Most Consequence Analysis techniques employ a diagrammatic representation of the
lines of cause and effect and this is encouraged.

Consequence Analysis may be done qualitatively or quantitatively.
Qualitative analysis

Qualitative Consequence Analysis should be conducted to a depth sufficient to enable a
realistic subjective estimate to be made of the likelihood of occurrence of an incident or
accident. As a general rule, the analysis should be continued until all potential incidents
and accidents arising from a hazard have been identified.

Note that identifying all barriers to escalation of a hazard may sometimes be used to
provide only an understanding of how each incident can arise. It may not be necessary to
guantify the probability of success of each individual barrier in order to estimate the
likelihood of occurrence of each incident. Rather, it may be possible to make a simple
conservative estimate of the likelihood of each incident based upon the understanding
gained by consequence modelling.

Quantitative analysis

Consequence Analysis techniques typically present the results of analysis in the form of a
logic tree structure. Such trees lend themselves to quantification in order to obtain an
assessment of the likely frequency of predicted incidents and accidents. Event Tree
Analysis and Cause Consequence Diagramming are such techniques. The latter is
described in appendix E.

Quantification of consequence trees requires an objective assessment of the probability
of success of each barrier to escalation of a hazard (that is an assessment of the barrier
‘strength’). Such assessment may be based upon historical data, the results of specific
causal analysis or, where no objective data can be obtained, on the basis of expert
opinion.
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Key issues are:

e obtaining reliable and objective data sources for the assessment of barrier
strengths;

e appropriate treatment of uncertainty in the data sources; and
» sensitivity analysis of barrier strengths.

The depth of treatment of uncertainty in data sources should vary according to the
nature of the hazard being assessed. For example, consider a high frequency hazard with
potentially significant consequences (major incidents or accidents). Uncertainty in the
estimate of the strength of a barrier may lead to uncertainty in the likelihood of
occurrence of a major incident. In such cases, further analysis of the barrier strength is
warranted.

Sensitivity analysis performed upon the barriers to escalation of a hazard can be used to
determine those barriers with the greatest effect upon the likelihood of occurrence of
incidents. The uncertainty associated with estimates of the strength of such barriers
should be reduced where possible. The nature and implications of any uncertainties
should be carefully documented.

Where barrier strengths are specified with confidence intervals, accurate estimation of
the likely mean and distribution of the frequency of occurrence of adverse incidents
requires use of statistical simulation techniques.

In order to meet the above requirements, quantitative Consequence Analysis techniques
are generally based upon formal mathematical foundations and are supported by a suite
of computer based tools.

The typical disadvantages of such techniques should be noted:

» they are generally incapable of addressing temporal variations in data, applying only
if barrier strengths remain constant over time; and

» they are generally incapable of addressing interdependencies between barriers.

Since the consequence models are usually generated with the assistance of individual
domain experts, they should be subject to peer review in order to enhance confidence in
their integrity and correctness.

General remarks

It is important in Consequence Analysis to consider the full range of consequences. Do
not assume that because a failure is termed a ‘Right Side Failure’ that it cannot contribute
to an accident. Typically, even right side failures lead to alternative, temporary methods
of working which increase risks.
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8541 Introduction
Loss Analysis comprises a systematic investigation of the safety losses associated with all
incidents and accidents identified through Consequence Analysis.
Loss Analysis involves assessment of the losses associated with the hazards of an
undertaking before considering risk reduction measures, leaving the consideration of the
effect of these measures to later stages.
The losses associated with a system should be aggregated for all hazards of the system.
The safety losses experienced by different groups of people (for instance passenger and
trackside workers) should be aggregated separately for each group.
Loss Analysis may be carried out qualitatively or quantitatively.
8542 Qualitative analysis
Safety losses should be estimated in terms of Potential Equivalent Fatalities per
annum. In other words, all safety losses should be converted into an equivalent annual
fatality figure. The current convention is as follows:
« 1 fatality = 10 major injuries
e 1 major injury = 20 minor injuries
For example, if 1 major injury is estimated as arising from a hazard (over a year), this
equates to 0.1 Potential Equivalent Fatalities.
8543 Quantitative analysis

In order to convert safety losses into monetary values an indication of what it is
reasonably practicable to spend to reduce risk by one fatality is required. Such a figure is
often referred to as a Value of Preventing a Fatality (VPF). The VPF is a parameter
intended for supporting ALARP decisions only. It is not an estimation of the commercial
loss that might follow from such a fatality and so cannot be used for purposes such as
arranging insurance cover.

The total Potential Equivalent Fatalities per annum is multiplied by the VPF to yield a
monetary loss per annum, for decision making purposes.

VPFs are generally set by railway operators. In ‘Reducing Risks, Protecting People’, HSE
suggests that a benchmark of slightly under £1M (at 1998 prices) can be used in some
cases. However, a higher figure should be used for risks for which there is high aversion.
As risks of major railway accidents fall into this category, the VPFs used in railway
decision making are often higher.

Be aware that all benchmarks are only rough reflections of the values held by society at
large. If there is significant public concern about a hazard then you should take this into
account in your decision making and it may justify precautions that would not be justified
otherwise.
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Stage 5: Options Analysis

Options Analysis determines options to reduce the associated losses determined during
Loss Analysis. These options can typically be divided into:

» those aimed at reducing the rate of occurrence of a hazard,;
» those aimed at limiting the consequences of a hazard once it has occurred.

For each option, the costs associated with its implementation should be assessed and
recorded. Only costs associated directly with implementation of the option should be
estimated. The impact of potential benefits realised by the option should not be included
(this will be determined in the next stage).

Demonstration of compliance with the ALARP principle requires that all significant
potential risk reduction measure are identified and considered. Unless a comprehensive
Options Analysis has been undertaken, therefore, it is not possible to demonstrate that
the risk has been reduced ALARP.

Options Analysis is therefore best conducted:

e using empirical and creative processes (for example checklists and brainstorming
respectively) in a manner similar to that used in Hazard Identification; it should be
noted that a thorough Hazard Identification process may also have identified some
potential options;

e through analysis of the results of Causal and Consequence Analysis to guide
identification of potential options.
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8.5.6 Stage 6: Impact Analysis

Impact Analysis determines the likely effects of each option identified in Options Analysis
upon the losses.

Impact Analysis revisits the previous stages, this time allowing for the effects of the
option. For each option identified, the following process should be adopted:

1. Determine the impact of the option upon occurrence or escalation of a hazard.

2. On the basis of the revised Causal or Consequence Analysis, revisit the Loss
Analysis of the associated hazard to determine the losses to be realised assuming
implementation of the option.

3. Calculate the difference between safety losses with and without the
implementation of the option. This is the safety value of the change.

In some cases, an option may have the potential to mitigate hazards in other railway
systems. In that case, you may increase the safety value of the change by the reduction in
losses associated with the other system as a result of this option.

Safety values should be determined individually for each affected population, in the same
way as for Loss Analysis.

Where more than one risk reduction option has been identified, care should be taken to
ensure that the dependencies between these options are properly addressed.

If the previous stages were originally done qualitatively then they should be revisited
gualitatively. If they were originally done quantitatively then they should be revisited
guantitatively.

Where quantitative analysis is employed, sensitivity parameters may be derived for each
of the options through appropriate analysis of the corresponding causal or consequence
models. This helps determine the most effective measures for loss reduction.
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8.5.7 Stage 7: Demonstration of ALARP and compliance
As explained in section [8.3.2 demonstrating compliance with the ALARP principle
involves demonstrating two separate facts:
1 that the overall risk is in the tolerability region, that is below the upper limit of
tolerability, and
2 that risk has been reduced ALARP.
This stage can be divided into two steps, each demonstrating one of these facts.
8571 Demonstration of compliance with upper limit of tolerability
The upper limit of tolerability will be defined for any given railway by the railway
authority for that railway. Typically, it is defined in terms of the individual risk
experienced by a member of an affected group of people.
Upper limits of tolerability may be set for more than one group of people. For instance,
Railtrack’s Railway Safety Case sets limits for three groups: employees, passengers and
the public.
Note that completing this step is not enough to show that you have reduced risk ALARP;
to do this you still need to perform the next step — Demonstration of ALARP.
8.5.7.2 Demonstration of compliance (qualitative)
A qualitative argument for compliance with the upper limit of tolerability may be made,
on the basis of order of magnitude calculations by showing that the changed railway
presents significantly less risk than before, provided that:
» the risk was below the upper limit of tolerability before the change was made;
» the upper limit of tolerability has not since been reduced by a larger factor than
the improvement in safety; and
» there has been no significant adjustment of safety targets between railway systems.
Justification should be made that all the above provisos are met.
In general, a qualitative argument of this form can be made by the system supplier alone,
using limited, and often publicly available, information on safety performance and policy
from the railway authority.
Alternatively, if a likelihood-severity matrix has been constructed for this application, a
qualitative argument for compliance with the upper limit of tolerability may be made by
showing that:
» the risk of each hazard falls into a Tolerable or Broadly Acceptable category;
» the guidelines associated with the matrix have been followed; and
» the assumptions associated with the matrix hold for application in question.
85.7.3 Demonstration of compliance (quantitative)
The quantitative approach to demonstrating compliance with the upper limit of
tolerability requires three steps:
1 to apportion the upper limit of tolerability between railway systems;
2 to derive tolerable hazard rates for the system in question;
3 to show that the actual system hazard rates are below the derived upper limits.
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8574

The third step is performed by direct comparison with the results of quantitative Causal
Analysis.

If the railway authority has already defined tolerable hazard rates for the system (see
section , the first two steps can be omitted. Otherwise they may be performed as
follows.

To apportion the limit, you will normally employ an existing model of the contribution of
safety risk from different railway systems. Typically you will estimate an initial
apportionment in line with historical data as follows:

e estimate what fraction of total annual risk of safety loss is attributable to the
system;

e multiply the upper limit of tolerability by this fraction.

If upper limits of tolerability are set for multiple groups, then this calculation will be
carried out for each group.

The initial apportionment may be adjusted to meet strategic objectives for safety
improvement.

Tolerable hazard rates for the system are then set so that the exposed members of each
group experience an individual risk from the system below this limit. To confirm that this
is the case, you will need to do the following for each group:

e add up the statistical average number of fatalities (F) that would occur for this
group if all hazards occurred at their tolerable hazard rates;

e estimate the number of people (n) within this group exposed to the risk; and

» estimate the individual risk (F/n) experienced by an average person who is exposed
to the risk and show that this is below the apportioned upper limit of tolerability.

Demonstration of ALARP

To show that risk has been reduced ALARP, you have to show that no reasonably
practicable options exist which have not been implemented.

A qualitative demonstration may be made relying on informed consensus from a group of
experts reviewing the results of Options Analysis that all rejected options are not
reasonably practicable. The reasons for this judgement should be articulated and
documented.

If a quantitative approach is being followed, Impact Analysis will have calculated, using
VPFs supplied by the railway authority, a safety value, that is a monetary value for the
improvement in safety arising from each option. Options Analysis will have estimated the
net cost of implementing the option. An option may be rejected as not reasonably
practicable if the safety value is significantly less than the cost.

Note, that this conclusion can only be made robustly if the difference between the two
values is more than the total uncertainty in both of them.
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8.6 Related guidance
Chapter 7 provides guidance on defining the boundaries of a system as a pre-requisite to
risk assessment.

Chapter 9 explains how risk assessment is used to set safety requirements in general and
safety integrity levels in particular.

Chapter 13 describes the maintenance of a Hazard Log, which will act as a repository for
risk assessment data.

Appendix C provides supporting checklists.

Appendix E describes some relevant techniques.
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9.1

9.2

Chapter 9

Safety Requirements

Your organisation must set safety requirements for any change, to reduce the risk
associated with the change to an acceptable level.

Guidance from volume 1

Safety requirements are requirements that should be met to make sure that the safety
risk presented by a change is reduced to an acceptable level. Safety requirements may

specify:

o features or functions of the change, including any which help people avoid
dangerous mistakes,

« what the change must not do to ensure safety,

e environmental conditions under which the change must operate to stay safe,

e targets for carrying out a function reliably, or reliably avoiding a dangerous state,

o features of the design and build processes, and

e operational procedures and restrictions.
You will set some safety requirements to meet regulations or standards. Others may
arise when you identify hazards and assess and reduce risk.
Background

A project carrying out safety-related work should identify the hazards and accidents that
may result from the work, assess the risk associated with these, reduce the risk ALARP
and set Safety Requirements to ensure this level of risk is met. There is a legal
requirement to assess the risks involved in safety-related work. Safety Requirements
should also be consistent with the operator’s stated targets.

Safety Requirements may be quantitative or qualitative. Good engineering practice for
meeting integrity requirements for components susceptible to systematic failure is to use
Safety Integrity Levels (SILs). SILs are described in section below.

The activity of establishing safety requirements follows and builds on the work described
in the previous chapter. If you have not already done so, you should read the Background
section of the previous chapter as it also provides important background for this chapter.
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The Safety Requirements Specification consolidates information provided by these
activities into specific requirements, which form the basis against which the safety of the
system is tested and assessed.

The activity of establishing Safety Requirements is iterative to reflect the iterative nature
of safety analysis.

This chapter is written for people writing or reviewing Safety Requirements.

9.3 Reducing risk
The following is a widely accepted order of precedence for reducing risk
1 Respecify or redesign to eliminate hazards or reduce their likelihood.
2 Reduce risk in the design, by adding safety features.
3 Reduce risk by adding warning devices.
4 Reduce risk through procedures and training.
5 Reduce risk by adding warning signs and notices

For any given hazard you should first seek to set Safety Requirements to eliminate it.
Only where this is not possible should you proceed to set Safety Requirements on the
design of the system. And only when all reasonably practicable risk reduction has been
accomplished on the design should you consider procedures and training as risk
reduction options.

9.4 Overview of process

Setting safety targets is normally done by working from a fault tree (or similar
representation of cause and effect logic) and the event probabilities to:

a) derive numerical accident targets which conform to the ALARP principle, that is
either they are tolerable and further risk reduction is not reasonably practicable or
they are negligible;

b) derive hazard occurrence rate and/or unavailability targets which are consistent with
(@);

c) (if systematic failure modes exist) relate hazards to system functions and derive SILs
for the system functions that are consistent with (b).

The requirements may be apportioned further to sub-systems of the hierarchy and
aligned with the system design. In general, systematic targets should not be set below
sub-system function level. Refer to IEC 61508 [F.14] or ENV 50129:1998 [F.13] for
further guidance on this decomposition.

Any functional requirements on the system or equipment that are necessary to reduce
risk to an acceptable level should be incorporated as qualitative safety requirements.

The analyst may set other qualitative safety requirements such as conformance to
external standards and should do so whenever:

e such conformance is assumed in the calculation of safety targets; or

e such conformance is otherwise required to reduce risks as low as reasonably
practicable.
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9.5

9.6

If the seven-step process described in chapter 8 is being used, then some requirements
will arise from the fifth step, Options Analysis. However requirements may also arise
from relevant regulations, standards and codes of practice.

Apportionment of random failure targets

It is not generally necessary to descend the fault tree fully, that is to set targets for base
events. The analyst should set targets at a level coincident with the hierarchical
breakdown of the system being developed.

Assignment of Safety Integrity Levels

There are well-established techniques for assessing and controlling random failures but
practice is not as advanced in the treatment of systematic failures. Current best practice
is to define a number of Safety Integrity Levels (SILs) representing different levels of
rigour in the development process and to relate these to approximate probability targets.

Five levels are defined. There are four safety-related SILs, ranging from SIL 4, the most
stringent, to SIL 1, the least stringent. Functions which are not relied upon at all to
control risk may be described as having SIL 0. Each level is populated with increasingly
stringent processes and techniques.

Systematic failures are of particular concern in software-based systems and have generally
been applied to these sort of systems, and, in particular to the software within them.
However hardware can exhibit systematic failures and SILs are applicable to them as well.

Each integrity level is associated with a target probability of failure. One widely accepted
association is shown in |Table 9-1} which is derived from IEC 61508 [F.14]. The Low
Demand column should be used if demands are expected to occur:

e no more than once per year, and
¢ no more than twice as often as the system is checked out.

Otherwise use the Continuous/High Demand column.

Low Demand Mode of Operation Continuous / High Demand Safety
(probability of failure on demand) mode of operation (Dangerous Integrity
failure rate per year) Level

>=105 to 104 >=105 to 104 4
>=10"4 to 10-3 >=10" to 10-3 3
>=10-3 t0 1072 >=10-3 t0 1072 2
>=102 to 101 >=10"2 to 101 1

Table[9}1 - Safety Integrity Levels

Target probabilities of failure for systematic functions should be set to achieve an
acceptable level of risk for the overall system.

Each sub-system within the overall system will generally take the maximum SIL of all the
functions that it implements. The components within that sub-system may then be
allocated SILs according to the guidance given in section

However, if it can be clearly demonstrated that a sub-system’s functions are wholly
independent of each other (that is, the immediate effects of a function’s failure are
restricted to that function), then these functions (or groups of functions) may be
considered as sub-systems in themselves and assigned SILs accordingly. In this way, the
apportionment of SILs need not be confined to physically separate units.
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9.7

It is very difficult to prove functional independence within a sub-system and so it is
important to take care in assigning functions to sub-systems. If possible, functions with
differing SILs should be segregated either physically or logically.

Once the SIL for a sub-system has been established then appropriate techniques to
develop the sub-system to that level can be established by reference to tables in
standards including ENV 50129:1998 [F.13], IEC 61508 [F.14] and DEF-STANs 00-54
[F.15] and 00-55 [F.16].

Apportionment of Safety Integrity Level

Having set a SIL for a function to achieve the necessary probability target, the analyst may
need to apportion this between lower level functions. By default the lower-level
functions will inherit the highest SIL of the top-level functions that they support.

However, it is possible to use a redundant architecture to build high SIL systems from
sub-systems of lower SIL by building in back-up or protection functions.

If the architecture ensures that a top-level function can only fail if both a main and backup
function fail and the two functions are independent, then the SIL of the top function may
sometimes be higher than that of the main or backup function.

In some cases, there may also be a combinator function (for instance a voting scheme)
which combines the results of the main and backup functions.

able 9-2|(derived from DEF-STAN 00-56 [F.4]) shows some combinations which are
generally regarded as valid, provided that:

« the lower level functions are physically separated and built using different design
principles, and

« the combinator suppresses any hazard for any failure of one lower level function.
Note that the combinator always inherits the top level SIL.

The table should not be repeatedly applied to allow a SIL 4 system, say, to be made of
many SIL 1 systems.

Top Level SIL of Lower Level Combinator (if
SIL Function present)

Main Other

SIL 4 SIL 4 None None
SIL 4 SIL 2 SIL 4
SIL 3 SIL 3 SIL 4

SIL 3 SIL 3 None None
SIL 3 SIL 1 SIL 3
SIL 2 SIL 2 SIL 3

SIL 2 SIL 2 None None
SIL 1 SIL 1 SIL 2

SIL1 SIL1 None None

Table IQ-Z - Apportionment of Safety Integrity Levels
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9.8

9.9

Software Safety Requirements

This guidance is applicable to any railway system containing software, including embedded
systems such as programmable logic controllers.

For programmable systems, it is normal to derive a Software Requirements Specification
(although other titles may be used). This should define the functions that the software
must perform which, taken together with the capabilities of the hardware components,
will allow the overall system to meet its requirements.

In just the same way as safety requirements are set at the system level and form part of
the overall system requirements, it is usual to establish a Software Safety Requirements
Specification, either as a subset of the Software Requirements Specification or as a
separate document.

The software safety requirements will normally include requirements for features which
can tolerate faults as well as requirements for dependability of the software.

prEN 50128 provides guidance on fault-tolerant features.

Dependability should be treated by specifying the SIL of the software. This will be the
same as the SIL for the system unless it has been explicitly apportioned as described in
the previous section.

Guidance on the development of software for safety-related railway applications can be
found in prEN 50128 [F.17] which also describes techniques appropriate to each SIL.

Evidence of validation of the software against its requirements should be produced. If
prEN 50128 is used then this is documented in a software assessment report and a
software validation report. This evidence will form an important part of the overall
system Safety Case.

The Safety Requirements Specification
The following structure is recommended for a Safety Requirements Specification:

* Introduction.

e Background. A summary of the system and project, including configuration
information where appropriate.

« Statement of Safety Requirements. A list of all Safety Requirements.

e Justification of Safety Requirements. The assumptions and calculations supporting
the statement of Safety Requirements, including a record of the techniques
employed, the manner in which they were applied.

« Reference to safety documentation. References to all documents used together
with version numbers.

Other effective formats are in common use. The Safety Requirements Specification does
not need to be a separate document. and is sometimes combined with other documents.
A Safety Requirements Specification will, however, normally include at least as much
information as provided in the structure above.

The Safety Requirements Specification should be submitted to the Safety Authority for
endorsement.
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9.10 Related Guidance

Chapter 8 provides guidance on the safety analysis processes which should be carried
out before setting safety requirements.
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Chapter 10
Safety Evidence and Authorising Change

Your organisation must convince itself that risk associated with a change has been
reduced to an acceptable level. It must support its arguments with objective evidence,
including evidence that it has met all safety requirements.

No change can be authorised until all necessary safety approvals have been given.

10.1 Guidance from volume 1
10.1.1  Evidence of safety
You should normally put these arguments together in a safety case to show that:
e you have adequately assessed the risk;
e you have set adequate safety requirements and met them;
e you have carried out the safety plan; and
e all safety-related work has been done by people with the proper skills and
experience.
If other people must take action before a change is safe, the safety case should describe
these actions and show that the other people have accepted responsibility for carrying
out these actions.
You may include relevant in-service experience and safety approvals as supporting
evidence.
If you are working on signalling systems or equipment, CENELEC standard
ENV 50129:1998, ‘Railway Applications — Safety Related Electronic Systems for Signalling’
[F.13] is relevant. It places requirements on safety cases.
10.1.2  Safety approval
You must get safety approval from the necessary safety authorities. You will usually need
approval from both the railway authority (such as Railtrack and London Underground
Limited) and the regulatory authority (HMRI in the UK). Safety approval will normally be
based on accepting the safety case.
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10.2

10.3

10.4

The approving authority will normally produce a certificate, setting out any restrictions
on how the work is used.

The approving authority will usually give safety approval at the end of a project, when the
change is about to go into service. Some projects make staged changes to the railway in
which case each stage will need safety approval. Large or complicated projects may need
additional approval before they change the railway, for example for a safety plan or for
safety requirements.

Background

The Safety Case is a document that provides an argument for the safety of a change to
the railway. It provides assurance that risk has been reduced to an acceptable level to the
project itself and to the Safety Authorities who will approve the change to the railway.

The main sources of evidence called up by the Safety Case are the records that have
been kept and the checks that have been made by independent engineers.

The Safety Case can also be presented as an incremental document which will include
ESM data as it becomes available.

The Safety Case required by ESM is an engineering Safety Case and should not be
confused with the railway safety case which the ‘Railways (Safety Case) Regulations 1994’
require all train and station operators to produce. The two are linked however: an
operator’s railway safety case may rely in part on the engineering safety cases for the
operator’s major systems.

The Safety Case provides much of the evidence for safety that the Safety Authority
requires in order to grant safety approval for the change to proceed.

Note that the phrase ‘safety approval’ is used by some people to describe a process
during which the safety authority accepts liability for the railway change. The phrase
‘safety acceptance’ is used to describe an endorsement without acceptance of liability. In
this volume ‘safety approval’ is used to describe any process by which a Safety Authority
grants its approval for a proposed change to the railway to proceed, regardless of the
implications for legal liability.

This chapter is written for:
e anyone preparing a Safety Case, and

e anyone reviewing a Safety Case.

Application

The size of the Safety Case will depend on the risks and complexity of the project. For
example, the Safety Case for a simple and low-risk project should be a concise document
with brief arguments justifying that the risk is acceptable. A Safety Case for a high-risk or
complex project will require a comprehensive Safety Case with comprehensive safety
arguments.

Responsibilities

The Project Manager is responsible for ensuring that a Safety Case is prepared,
maintained, and submitted to the Safety Authorities. He may delegate the preparation to
a Project Safety Manager but should retain overall responsibility.

The relevant Safety Authorities are responsible for endorsing the Safety Case.
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10.5

10.6

Submission
The Safety Case should be submitted to the relevant Safety Authorities for endorsement.

In the UK, the Safety Case may need to be submitted to HMRI as part of type approval as
required by the ‘Railways and Other Transport Systems (Approval of Works, Plant and
Equipment) Regulations 1994

Interim versions of the Safety Case may be submitted as the project proceeds. For
instance, for the introduction of rolling stock onto the Railtrack railway network it is
usual to make safety submissions after design, before track test, before interim
operations and before full fleet operation.

The points at which versions of the Safety Case will be submitted should be agreed with
the Safety Authorities and documented in the Safety Plan.

A complete version of the Safety Case should be submitted and endorsed before any
change is introduced to the railway. If the project is making staged changes then several
versions may need to be submitted and endorsed, each covering one or more stages.

The Safety Case should be modified during operation if the system is changed or if
further safety-related information is obtained.

Note: The Safety Case forms part of the evidence of safety, submitted to the Safety Authority. It
will typically be accompanied by other documents, including an Independent Safety Assessor’s
report. Also, other ESM documents such as the Safety Plan and Safety Requirements
Specification may have been submitted for endorsement beforehand. The Safety Authority’s
review of these documents can constitute a Safety Review in the terminology used by prEN
50126 [F.8].

General guidance

The Safety Case should demonstrate that the system complies with its Safety
Requirements and that risk has been reduced to an acceptable level.

The Safety Case should identify and justify any unresolved hazards and any non-
conformances with the Safety Requirements Specification and Safety Plan.

The Safety Case should consider safety relating to the entire system as it consists of a
combination of hardware, software, procedures and people interacting to achieve the
defined objective.

The Safety Case should present information at a high-level and reference detail in other
project documentation, such as the Hazard Log. Any referenced documentation should
be uniquely identified and traceable. References should be accurate and comprehensive.

The Safety Case should present or reference evidence to support its reasoning. Evidence
may come from many sources, although the Safety Case is likely to depend heavily on
entries in the Hazard Log and the results of Safety Assessments and Safety Audits.

The Safety Case should accurately reflect information obtained from other project
documentation.

Although the Safety Case is primarily used to satisfy the project and Safety Authorities of
the safety of the system or equipment, the Safety Case may have a wider readership,
including Safety Auditors and Assessors, and this should be taken into account when
preparing the Safety Case.
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10.7

10.8

10.9

CENELEC standard ENV 50129:1998

This pre-standard defines the conditions which should be met to accept a safety-related
electronic railway signalling system.

The principal normative contents of the standard are:

e requirements on Safety Case structure and content (clauses 5.1 through 5.4 and
appendix B);

e requirements on safety acceptance and approval (including types of safety cases)
(clause 5.5);

¢ requirements on the establishment of Safety Integrity Levels (appendix A); and

e requirements on the identification of hardware component failure modes
(appendix C).

Note though that this standard is not intended to provide comprehensive guidance on
writing a Safety Case. It provides a structured framework for demonstrating safety but
requires interpretation to deliver a convincing demonstration of safety for a railway
change.

Volume 2 of the Yellow Book in general, and this chapter in particular, have been written
to allow the reader to comply with ENV 50129:1998 [F.13] while following the guidance
provided, and to help with interpreting this standard effectively.

Types of Safety Case
Three different types of Safety Case can be considered, see ENV 50129:1998 [F.13]

e A generic product Safety Case provides evidence that a generic product is safe in a
variety of applications.

* A generic application Safety Case provides evidence that a generic product is safe in a
specific class of applications.

e A specific application Safety Case is relevant to one specific application.

These may be used to allow efficient re-use of safety evidence. For instance a specific
application Safety Case for a resignalling scheme may refer to a generic application Safety
Case for the use of a points machine in a particular type of junction which may in turn
refer to a generic product Safety Case for that points machine.

NB ENV 50129:1998 [F.13] requires that a specific application Safety Case be split into
two Safety Cases: application design and physical implementation. This publication however
does not recommend splitting the Safety Case in that way for all applications.

Content of the Safety Case

The structure described in|Figure 10-1} which is consistent with ENV 50129:1998 [F.13],
is recommended for a Safety Case.

Alternative structures may be appropriate in some cases but they should cover the same
topics as this structure.

Note though that above all, a Safety Case should deliver a convincing and comprehensive
argument for safety. This cannot be provided just by complying with any given structure
but should arise from an effective programme of ESM activities.
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a c e

7.
8.

Executive Summary
Introduction
Definition of System
Quality Management Report
Safety Management Report
Introduction
Roles and responsibilities
Safety lifecycle
Safety analysis
Safety requirements
Safety standards
Safety audit and assessment
Supplier management
Safety controls
Configuration management
Project safety training
Technical Safety Report
Introduction
Assurance of correct functional operation
Effects of faults
Operation with external influences
Safety-related application conditions
Safety qualification tests
Other outstanding safety issues
Related Safety Cases

Conclusion

Figure [LO}1 - Recommended Safety Case Structure

While this section provides a framework for structuring the Safety Case, the ESM activities
should drive the content — any activity which was necessary to achieve acceptable risk

should contribute some content to the Safety Case.
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10.10  Safety Case: Executive summary

The executive summary should summarise the key information contained in the Safety
Case. It should contain the following:

< a brief description of the change, its purpose, functionality and location;
e asummary of the safety design and development process undertaken;
e asummary of the assessment and audit processes undertaken;
e asummary of the test and operational experience; and
e« a summary of the current safety status in terms of evidence obtained and
unresolved hazards.
10.11  Safety Case: Introduction

This section should describe the aim, purpose, scope and structure of the Safety Case.

10.12  Safety Case: Definition of system

This section should provide an overview of the change in order to provide an
understanding of the safety issues raised. It should cover, or reference, documentation
dealing with the purpose, functionality, architecture, design, operation and support of
items under review.

It should include:
e adescription of the system including its physical location;

e definition of system boundaries and interfaces, including assumptions about other
systems, services and facilities; and

« identification of constituent sub-systems, and if appropriate, a reference to sub-
systems’ Safety Cases.

The configuration of the system to which the Safety Case applies should be explicitly
identified. This section should demonstrate that the system is subject to effective
configuration management and change control, referring to any standards called up in the
Safety Plan.

10.13  Safety Case: Quality management report

A pre-requisite for an effective Safety Case is that the quality of the work is and has been,
controlled by an effective quality management system (QMS). This section should
summarise the QMS activities and justify their appropriateness to the project. Large
volumes of detailed evidence and supporting documentation need not be included
provided precise references are given to a description of the relevant QMS.

10.14  Safety Case: Safety management report

10.14.1 Introduction

This section should describe and discuss how ESM aspects of the project were carried
out. It should summarise and refer to the activities described in the Safety Plan and
provide or refer to evidence to show that the activities were carried out as planned and
justify that these activities proved to be appropriate and adequate.

The Hazard Log will be the primary source of evidence that hazards have been
controlled.

Page 10 - 6 Issue 3



Safety Evidence and Authorising Change Chapter 10

10.14.2

10.14.3

10.14.4

The following ESM issues should be addressed:
« Roles and responsibilities;
e Safety lifecycle;
e Safety analysis
e  Safety requirements;
e  Safety standards;
e  Safety audit and assessment;
e Supplier management;
e Safety controls;
e Configuration management; and
¢ Project safety training.

Each issue is treated in a separate section, below.

Roles and responsibilities

This section should provide evidence to show that the key safety personnel on the
project carried out the roles defined in the Safety Plan.

It should justify the appointment of the key safety personnel by referring to competence
and experience.

Safety lifecycle

This section should justify the project and safety lifecycles followed during the project,
particularly if they differed significantly from those defined in the Safety Plan.

Safety analysis

This section should present a detailed discussion of the safety analysis process used on
project. It should provide assurance that all foreseeable hazards have been identified, that
intolerable risks have been eliminated and that other risks have been reduced ALARP.

This section should show that the safety analyses have taken into account the scope of
the system and its normal and abnormal operation. System and component failure and
malfunction, procedural failures, human error and environmental conditions should be
considered.

The following should be provided:
e Alist of the analysis methods used and their application on the project.

¢ Identification of the design documents referenced during the analysis work, clearly
indicating the configuration and status of the design for each analysis.

e Evidence that the safety analysis process is capable of addressing the safety of
future system changes.

This section should review all the incidents that have occurred. It should state the cause,
potential and actual effects, and the actions required to prevent the re-occurrence of all
incidents that have occurred during operational experience which could have
compromised safety during operation in-service. The review should refer to the Hazard
Log.
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10.14.5

10.14.6

10.14.7

10.14.8

10.14.9

10.14.10

This section should also present a review of reliability data based on data obtained from
operating experience, including the Hazard Log. The data should be used to quantify and
justify the safety analysis evidence.

This section should discuss the approach used to demonstrate that risk has been reduced
ALARP and demonstrate that the approach follows good practice.

This section should record any elements of the safety policy set by the railway authority
which are relevant to the analysis. These may include safety targets set by the railway
authority and latitude allowed to their contractors and suppliers to change aspects of the
railway environment in which the system or equipment will run.

Safety requirements

This section may either restate the safety requirements for the system or equipment or
summarise them and refer to the Safety Requirements Specification.

A discussion of the safety implications of the requirements, indicating how each
requirement affected the project, should be included.

Any assumptions made should be stated and justified.

Evidence for compliance with the Safety Requirements is addressed in section|10.15.3
below.

Safety standards

This section should provide evidence that the procedures and standards called up by the
Safety Plan were followed, and justify any non-conformances.

Safety audits and safety assessments

Evidence for the implementation of the Safety Audit and Assessment programme is a key
element of the Safety Case. The findings of these audits and assessments are normally
presented in separate documents. This section should present the following:

e a description and justification of timing of the audits and assessments should be
described;

e a justification that the auditors and assessors had sufficient competence and
independence;

e a justification of any decision not to take action in response to a finding or
recommendation.

Supplier management
This section should show that the work of contractors and suppliers has been carried
out to the safety standards expected for the SIL applicable, and as specified in the
supplier’s Safety Plan.
Safety controls
This section should provide evidence that the safety controls identified in the Safety Plan
have been applied.
Configuration management

This section should justify the configuration management system employed and show that
it has been implemented correctly.
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10.14.11

Evidence that all safety-related project items are under configuration management should
be provided.

Project safety training

This section should show that the personnel carrying out the safety-related activities
were adequately trained by providing evidence for the implementation of defined training
plans.

10.15  Safety Case: Technical safety report
The Technical Safety Report should explain the technical principles which assure the
safety of the design including (or giving references to) all supporting evidence (for
example, design principles and calculations, test specifications and results, and safety
analyses). Large volumes of detailed evidence and supporting documentation need not be
included, provided precise references are given to such documents. The following gives a
guideline for the structure of the Technical Safety Report,
1 Introduction;
2 Assurance of correct functional operation;
3 Effects of faults;
4  Operation with external influences;
5 Safety-related application conditions;
6 Safety qualification tests;
7 Other outstanding safety issues.
Items 2 to 7 inclusive are each treated in the sections below.
10.15.1 Assurance of correct functional operation, effects of faults, operation with
external influences
These three sections should describe and discuss the activities carried out in each phase
of the project in order to satisfy the Safety Requirements. They should summarise and
refer to the activities described in the Safety Plan and provide or refer to evidence to
show that the activities were carried out and that these activities proved to be
appropriate and adequate for the defined SIL.
These activities should be provided under three headings:
e Assurance of correct functional operation
Demonstrating that the system will contribute acceptable risk in the absence of
faults and external influences. Routine maintenance should be considered as well
as normal operation.
« Effects of faults
Demonstrating that the system will contribute acceptable risk in the presence of
foreseeable internal faults. Relevant safety features, fall-back modes and alternative
operating procedures should be described.
Issue 3 Page 10 - 9
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Operation with external influences

Demonstrating that the system will contribute acceptable risk in the presence of
foreseeable external influences, such as weather, electromagnetic interference and
vandalism, Relevant safety features, fall-back modes and alternative operating
procedures should be described.

The Hazard Log should be used as the primary source of evidence.

These sections should show that the approach adopted reduced risk ALARP.

These sections should show that the Safety Requirements have been met. They should
include the following, where relevant:

a)

b)

c)
d)

9

h)

)

K)

Evidence that the Safety Requirements were defined according to good practice
(see chapter 12);

Identification and justification of major changes made to the Safety Requirements
throughout the project;

A summary and reference to all analyses carried out during requirements definition;

Evidence that high-level allocation of safety requirements to sub-systems has been
carried out;

An explanation and justification of all use of sub-systems, pre-fabricated sections,
dependencies on other systems and so on, which have been produced outside the
direct control of the project;

Safety evidence acquired from verification and validation of the system summarised,
including the strategy and method employed and the results and evidence obtained;

Evidence that further work or improvements identified as a result of validation and
verification activities have been carried out;

Evidence that the system has been integrated with existing systems and procedures
in a safe and controlled manner;

Evidence that commissioning activities have been examined for commissioning-
specific hazards;

Evidence that, for systems with extensive or complex hardware, software or
human-factors considerations, a formal hazard identification and analysis activity has
been carried out;

Practical experience of operating the system, including testing, integration,
commissioning and any in-service experience summarised;

Evidence that the hazards associated with system operation will be adequately
controlled under both normal and abnormal conditions and for all modes of
operation;

Evidence that all aspects effecting safe operation and maintenance, including staffing
levels, training requirements, operational management and interfaces to other
systems, have been addressed,;

Evidence that response time requirements and other analogue issues, such as non-
overlapping tolerances have been considered.
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Issue 3



Safety Evidence and Authorising Change Chapter 10

10.15.2 Safety-related application conditions
This section should specify (or reference) the rules, conditions and constraints which
should be observed in the application of the system. This should include the application
conditions contained in the Safety Case of any related sub-system or item of equipment.
10.15.3 Safety qualification tests
This section should provide evidence of test activities which demonstrate that each Safety
Requirement has been met.
If this evidence is not available or sufficient, this section should present analytical evidence
that each Safety Requirement has been met, or adequately justify any that have not been
met. Such a justification should include an assessment of the residual risk presented by
the non-compliance.
This section should review the fault history and status of the system or equipment as
recorded in the Data Recording And Corrective Action System (DRACAS) and justify
the conclusion that risk has been reduced to an acceptable level in the light of this
evidence.
10.15.4 Other outstanding safety issues
All outstanding safety issues not covered by documented Safety Requirements should be
discussed here, whenever they would have a bearing on operational safety.
10.16  Safety Case: Related safety cases
This section should contain references to any other Safety Cases upon which this Safety
Case depends, together with a demonstration that any assumptions, limitations or
restrictions in the related Safety Cases are either fulfilled or carried forward into this
Safety Case.
10.17  Safety Case: Conclusion
This section should make a statement on the acceptability of the system in terms of the
safety requirements. This statement should include:
e alist of assumptions made in the safety case especially those made about the safety
requirements;
e astatement of the residual risk presented by the system;
e astatement of system deficiencies;
« identification of all unresolved hazards and other outstanding issues;
e operating restrictions or procedures imposed for safety reasons; and
* recommendations for or identification of further work to be carried out.
The conclusions section should document any caveats on which the conclusion is based
including assumptions and limitations and restrictions on use. The Safety Authority may
carry these forward as conditions of safety approval.
10.18 Related guidance
Chapter 12 provides guidance on establishing safety requirements.
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11.2

Chapter 11
ESM from Start to Finish

Your organisation must start ESM activities as soon as possible. It must review the results
of these activities, and any assumptions made throughout the project. It must review and
extend ESM activities whenever new information makes this necessary. It must monitor
information on performance that relates to safety.

Guidance from volume 1

You should start early while it is easiest to build safety in. However, you may have little
design information early in the project, so you should repeat the hazard analysis and risk
assessment activities throughout the project, as the design becomes more detailed.

New information also includes design changes and information on faults.

Background

It is always more effective to build safety in than to try to retrofit it later. Decisions on
the form and structure of systems start to be taken at the beginning of projects and
safety analysis should therefore start at the beginning so that safety considerations can
influence the earliest decisions.

At the beginning of a project there is insufficient information to perform a detailed hazard
analysis or risk assessment and the analysis is usually limited to a preliminary identification
of hazards. This is sufficient to support early discussions on the approach to controlling
each hazard, to ensure that each hazard is taken into account.

As decisions on the scope, functionality and design of the system are taken it is possible
to improve the identification of hazards, to analyse their causes and consequences and,
eventually, to assess the risks. In each phase of the project, the analysis should be taken
as far as the available information permits, in order to provide the best support for
decisions taken during that phase.

An iterative approach to analysis should therefore be taken, and the analysis will be
improved and extended in step with the specification and design, with constant
interaction between the two.

Other ESM activities also need to be performed during these phases. This chapter
provides guidance on what should be done when. This chapter is written for:

e anyone involved in starting up a project and planning the later stages.

See also chapter 12 which provides guidance on safety planning.
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11.3 Project lifecycle

To schedule ESM activities, it is necessary to know the lifecycle of your project (that is,
the sequence of phases into which it is divided).

Different lifecycles are appropriate for different sorts of project. You should adopt a
lifecycle that has been proven for the sort of work that is being undertaken.

To use the guidance in the following section, you will need to relate the lifecycle to the
following generic lifecycle:

Concept and Feasibility

Requirements Definition

Design

Implementation

Installation and Handover

Operations and
Maintenance

Decommissioning and
Disposal

All activities that precede the construction of a
requirements specification for the system or
equipment.

The construction of a requirements specification

All activities that result in a design baseline for the
system and equipment.

All activities that are involved in realising the design
before introducing any changes to the railway.

All activities of introducing the change to the railway
continuing up until normal operations start. For
instance construction of civil works, installation and
commissioning of signalling equipment and track
testing of rolling stock.

All activities involved with the normal operation of the
system or equipment.

All activities involved in removing the system or
equipment from the railway. For instance demolition
of civil works and removing or making safe trackside
cabling.

able 11-1|shows, as an example, a relationship between the generic lifecycle and the
lifecycle presented in CENELEC standard prEN 50126 [F.8]:
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50126 phase Generic lifecycle phase
Concept Concept and Feasibility
System Definition and Application Requirements Definition
Conditions

Risk Analysis

System Requirements

Apportionment of System Design
Requirements

Design and Implementation
Implementation

Manufacture

Installation Installation and Handover

System Validation

System Acceptance

Operations and Maintenance Operations and Maintenance

Modification and Retrofit

Performance Monitoring

Decommissioning and Disposal Decommissioning and Disposal

Table-l - The relationship between the generic lifecycle and the lifecycle
presented in CENELEC standard prEN 50126

The relationship may be more complex. For instance:
e There may be submissions of interim, incomplete Safety Cases.

e With the staged introduction of a signalling scheme, there may be multiple
Installation and Handover phases with Implementation activities in between.

e There may be a period when the new system is running in parallel with the old
one.

Activities by phase

Having established a project lifecycle and related it to the generic lifecycle, then you can
use [Table 11-2|for guidance on the minimum ESM activities that are appropriate to each

phase. Note that it is necessary to keep all documents, such as the Hazard Log up-to-
date throughout the lifecycle but the necessary updates are not shown. Note also that
the guidance on Independent Professional Review in chapter 14 may suggest more Safety
Audits and Assessments than are shown in the table and that it may be necessary to
make more than one Safety Case submission.
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Generic lifecycle
phase

Principal ESM
Activities

See Chapter

Concept and
Feasibility

Preliminary Hazard
Identification

8, Assessing and Reducing
Risk

Establish Hazard Log

13, Config. Management,
Documentation and Records

Preliminary Safety Plan

12, Safety Planning and Good
Practice

Requirements

Hazard Analysis (and

8, Assessing and Reducing

Definition revisiting Hazard Risk
Identification)
Risk Assessment 8, Assessing and Reducing
Risk
Establish Safety 9, Safety Requirements
Requirements
Full Safety Plan 12, Safety Planning and Good
Practice
Design Risk Assessment 8, Assessing and Reducing

Risk

Safety Audit

14, Independent Professional
Review

Implementation

Risk Assessment

8, Assessing and Reducing
Risk

Safety Case

10, Safety Evidence and
Authorising Changes

Installation and
Handover

Safety Assessment

14, Independent Professional
Review

Safety Endorsement

10, Safety Evidence and
Authorising Changes

Transfer Safety
Responsibilities

2, Safety Responsibilities

Operations and
Maintenance

Update Hazard Log and
Safety Case

13, Config. Management,
Documentation and Records

Decommissioning and
Disposal

Update Hazard Log and
Safety Case

13, Config. Management,
Documentation and Records

Table 2: Minimum ESM activities for each phase in the generic lifecycle
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11.6

Reacting to modifications and new information

Your configuration management arrangements (see chapter 13) should establish baselines
and then provide a procedure for assessing, authorising and tracking changes to these
baselines. This procedure should assess the affect on safety of any proposed change and
should ensure that, when a change is authorised, any necessary changes to ESM
documents, including the Hazard Log, are made.

Your configuration management arrangements should provide a procedure for assessing
faults discovered in baselines, defining any corrective action and then following this
through. This procedure should include assessing whether any faults show the need to
amend any ESM documents, including the Hazard Log, and if so ensure that the
amendments are made. These procedures should make use of a Data Recording And
Corrective Action System (see appendix E).

When the system or equipment is introduced to the railway, your management of the
Hazard Log (see chapter 13) should include a procedure for logging any incidents that
occur, assessing them and defining any corrective action that is necessary to prevent
them from recurring. This procedure should also assess the need to change any ESM
documents.

Related guidance
Guidance on writing a Safety Plan is provided in chapter 12.

Guidance on maintaining a Hazard Log provided in chapter 13.

Guidance on establishing a Data Recording And Corrective Action System is provided in
appendix E.
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Chapter 12

Safety Planning and Good Practice

Your organisation must plan all project ESM activities before carrying them out.

Your organisation must carry out safety-related projects following systematic processes
which use good engineering practices. It must write down the processes beforehand.

12.1 Guidance from volume 1

12.1.1  Safety planning
You will normally write a safety plan, which should describe how you will put all these
ESM fundamentals into practice on your project.
You do not have to write one plan for the whole programme beforehand, but you should
plan each ESM activity before you do it.
You should adjust the extent of the safety plan and the ESM activities you carry out
according to the extent of the risk.

12.1.2  Systematic processes and good practice
You should use good systems engineering practice to develop safety-related systems.
Engineering needs a safety culture as much as any other activity. It is true that safety
depends on the people who do the work, but it also depends on the way they do their
work and the tools they use.
When choosing methods, you should take account of relevant standards. What is and is
not good practice may depend upon the requirements.

12.2 Background
The Yellow Book recommends that any significant change to the railway should be run as
a project. A Safety Plan should be produced for each safety-related project.
The Safety Plan performs two main functions:

1 it provides a detailed schedule of how safety risks will be reduced to an acceptable
level (or shown already to be at an acceptable level); and
2 it provides a means of demonstrating that this has been done.
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12.3

The Safety Plan should describe a programme of work which will ensure the Safety
Requirements are identified and met. It should also state and justify the allocation of key
staff and resources to carry out this programme.

The Safety Plan is an evolutionary document. For example, early in the project a
Preliminary Safety Plan will describe the safety analysis activities needed to derive Safety
Requirements. As the project progresses, a Safety Plan will describe activities to meet
these Safety Requirements.

This chapter describes the different types of Safety Plan that may be required during a
project, the process for preparing a Safety Plan, and its content.

The other chapters of this volume describe good practice in ESM activities, such as safety
analysis and preparing a Safety Case. However, you should also use good practice if you
are carrying out mainstream engineering work, such as civil, electronic and software
engineering.

What constitutes good practice is relative and depends on:
e the type of work that you are doing;
e the Safety Integrity Level (SIL) of the system or equipment; and
¢ the current standard of good practice, which will change with time.

This chapter does not attempt to define what is and is not good practice for a wide range
of engineering disciplines, but it does provide guidance on researching good practice and
documenting and justifying your choices.

This chapter is written for:
« anyone responsible for preparing a Safety Plan,
< anyone who will need to endorse a Safety Plan, and

¢ anyone involved in performing, auditing or assessing ESM activities.

Relevant Safety Authorities

When planning or implementing a change to the railway, it is necessary to gain approval
for the change from certain Safety Authorities. Approval may be needed from the
following organisations:

e your own organisation,
¢ the railway authority (for instance, Railtrack or London Underground Ltd),
e the regulatory authority (HMRI in the UK).

To find out if the change needs approval from these organisations, you should in the first
instance:

¢ Check your own organisation’s requirements.

e Consult the railway authority’s procedures (for example, Railway Group
Standards).

e Consult the guidance provided by the regulatory authority (for example, HMRI's
document ‘Guide to the Approval of Railway Works, Plant, and Equipment’ [F.18]).

Unless you know definitely that you do not require approval from any of the above
organisations, then you should seek advice from them.
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In the rest of this chapter, ‘relevant Safety Authority’ means any organisation from which
approval is required.

The depth of safety planning

The size and depth of the Safety Plan will depend on the complexity and level of risk
presented by the project. For simple and low-risk projects a brief Safety Plan defining the
project personnel and justifying a simple approach may be sufficient. Note that, if you
assume a project is low-risk, you should make this assumption explicit and take action to
confirm it. The Safety Plan should be endorsed by the relevant Safety Authorities,
regardless of the level of complexity or risk.

The Safety Plan may permit reliance on previous work to demonstrate acceptable risks.
You would not normally do this unless:

e the previous work used good practice, and
e it covered all of the project risk, and
e there is no novelty in development, application or use.

The last condition may be relaxed slightly, to allow limited novelty for low-risk projects.

The safety planning process

The Project Manager is responsible for preparing the Preliminary and full Safety Plans.
The Project Manager may delegate the preparation of these documents to suitably
qualified and competent personnel but should retain overall responsibility.

The relevant Safety Authorities are responsible for endorsing Safety Plans.
A typical approach to the safety planning process is as follows:

1 Develop a Preliminary Safety Plan to set out an overall approach to managing safety
on the project. In particular, the Preliminary Safety Plan should describe the
approach for carrying out a full Safety Analysis and justify the competencies of key
staff allocated to undertake these activities.

2 Seek endorsement of the Preliminary Safety Plan from the relevant Safety
Authorities.

3 Carry out the Safety Analysis and produce a set of Safety Requirements.

4  Prepare a Safety Plan to describe how the Safety Requirements are to be met.
5 Seek endorsement of the Safety Plan from the relevant Safety Authorities.

6 Update this version of the Safety Plan as appropriate and seek re-endorsement

Note: it may save time to seek comments from the Safety Auditor before submitting a strategy
or plan to the Safety Authority.

The Safety Plan should be scoped according to the information available and the
organisation of the project. It may be split into smaller plans that cover particular stages
of the lifecycle, activities to be carried out by particular disciplines or the entire project.
However, every project safety activity should be covered by a Safety Plan.

The Safety Plan should be updated throughout the project to reflect any changes to the
planned activities that arise as a result of undertaking safety activities. Following significant
updates, the Safety Plan should be re-submitted for endorsement.
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12.6

The Safety Plan should state and justify the ESM approach to be applied to the project, so
that it may be considered and endorsed.

The Safety Plan may be combined with reliability, maintainability and availability plans into
a System Assurance Plan. However, it is usually kept separate so that it may be submitted
to the relevant Safety Authorities, who will want to focus on the safety aspects of the
project and do not need to see other plans.

Content of a Preliminary Safety Plan

This section describes the information that should be contained within a Preliminary
Safety Plan.

The Preliminary Safety Plan will be a short, high-level version of the Safety Plan, produced
as early in the project as possible, and describing the overall strategy and approach to
reducing safety risks.

The following structure is recommended:
1 Introduction and background;
2  Safety analysis;
3 Key staff;
4  Safety audit and assessment;
5 Safety documentation;
6 Safety engineering.

Each section should be brief; detailed planning will be carried out after Safety
Requirements have been set, and documented in the Safety Plan.

The Introduction and background should describe the aims, extent and context (see
chapter 7) of the change to be made to the railway.

The Safety analysis section should describe the techniques to be adopted to determine
the risk presented by the system or equipment and to establish Safety Requirements.
This section should detail the competencies of key staff allocated to carry out hazard
identification and analysis activities.

The Key staff section should identify those members of staff proposed for key safety
roles and justify their competence.

The Safety audit and assessment section should identify the competence and
independence requirements for auditors and or assessors. If they are known, they should
be identified and shown to meet the requirements.

The Safety documentation section should detail the documentation that will be
produced. The list should include Hazard Log, Safety Plan and the Safety Analysis
documentation and also state whether an incremental or non-incremental Safety Case is
to be used.

The Safety engineering section should describe, at a high-level, mainstream
engineering steps that are being taken to reduce risk (such as redundancy, protection
systems, fail-safe design principles).
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12.7.1

12.7.2

Content of a Safety Plan

This section describes the information that should be contained within a full Safety Plan.
The following structure is recommended:

1

2
3
4
5
6
7

Introduction;

Background and requirements;
ESM activities;

Safety contrals;

Safety documentation;

Safety engineering;

Validation of external items.

A more detailed suggested outline for the Safety Plan is provided in appendix B. If
another structure is used, it should cover the information described for each of the
sections listed above.

For large or complex projects it may be appropriate to prepare separate plans covering
one or more of these sections.

Introduction

This should describe the aim, purpose, scope and structure of the Safety Plan.

Background and requirements

This section should:

a)
b)

c)

d)

€)

f)

9)

justify the approach taken, with reference to ESM guidance such as this book
and safety policy;

describe or reference a description of any safety principles underpinning the
approach to safety;

describe the aims, extent and context (see chapter 7) of the change to be made
to the railway and provide or refer to a summary of the system or equipment,
including interfaces to other systems or projects;

state or provide a reference to the Safety Requirements Specification;

briefly describe the risk assessment criteria that will be used to derive targets
for risk tolerability;

describe or reference the process for assigning safety functions to system
elements; and

list any assumptions or constraints on the project or system.

Items ¢) and d) may be omitted from early issues, but should be included when the
appropriate activities have been carried out.
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12.7.3  ESM Activities

This section should address the following ESM issues, to the extent necessary:

1
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Safety roles and responsibilities,
Safety lifecycle,

Safety analysis,

Safety deliverables,

Safety standards,

Safety assessment,

Safety audit,

Safety case and safety approval,
Supplier management,
Configuration management,
Project safety training,

System operation, maodification and maintenance,

Decommissioning and disposal

The following sections describe what the Safety Plan should say about these issues.

12.7.3.1  Safety roles and responsibilities

This section should identify the key safety personnel of the project, their roles,
responsibilities, qualifications and experience and the reporting lines between them.

Note: the Project Manager retains overall accountability for safety even if he or she delegates
responsibilities for ESM activities.

In particular, this section should identify the personnel allocated to manage and perform
the following safety activities:

defining safety requirements;

leading the design, implementation or validation activities;
performing safety analysis;

liaising with regulatory bodies such as HMRI.

Note: suppliers will normally liase with HMRI via the railway operator.

The Project Manager should be responsible for:

producing a Safety Plan;

submitting the Safety Plan to the relevant Safety Authorities;

where necessary, attending the safety endorsement meeting;

ensuring safety documentation is produced as planned;

commissioning Safety Audits and Assessments as planned;

initiating ESM activities, as planned,

ensuring that all project staff have read and understood the Safety Plan;

obtaining and allocating sufficient resources to implement the Safety Plan;
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12.7.3.3

12734

12.7.35

e ensuring competence of key staff; and

e co-ordinating safety activities with other parts of the organisation, and with the
client.

If there is a Project Safety Manager, they will typically be delegated responsibility for:
e producing a Safety Plan;
e submitting the Safety Plan to the relevant Safety Authorities;
e where necessary, attending the endorsement meeting;
e ensuring safety documentation is produced as planned;
e commissioning Safety Audits and Assessments as planned; and
e initiating ESM activities, as planned.

This section should define the specific safety responsibilities of the Safety Auditor and
Safety Assessor.

The Safety Auditor should audit the project to check for adequacy of the Safety Plan and
compliance with the Safety Plan and any referenced standards or procedures.

The Safety Assessor should assess the project to check the adequacy of the Safety
Requirements and that the Safety Requirements are being met.

Chapter 2 provides guidance on safety roles and responsibilities and chapter 14 provides
guidance on carrying out Safety Audits and Assessments.

Safety lifecycle

This section should define a project lifecycle that describes the major phases of the
project, and a safety lifecycle that specifies the order in which the safety tasks are to be
carried out. The safety lifecycle should be derived from the guidance given in chapter 11
on scheduling ESM activities, and should be tailored to the specific requirements of the
project. The relationship between the project and safety lifecycles should be specified
(that is, at what points in the project the safety activities will be performed).

Safety analysis

This section should define the process of safety analysis to be used to determine the
Safety Requirements for the project. The process should be tailored to each individual
project.

Guidance on performing safety analysis is provided in chapter 8 of this handbook.

For each safety analysis activity, this section should provide details of responsibilities,
documentation and timing of deliverables. This section should also state the criteria used
to establish the tolerability for the identified risks.

Safety deliverables

This section should detail the safety-related items (other than Safety Documentation, see
section that are to be delivered during the project. They should include safety-
related hardware and software, but may also include other items such as maintenance
procedures.

Safety standards

Any safety-related work should be performed within a defined Quality Management
System (QMS), which is compliant with an ISO-9000 series standard.
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12.7.3.6

12.7.3.7

This section should state the procedures and standards to be followed by the project.
Procedures may include references to project quality and technical plans and industry,
national or international standards. The plan should state the order of precedence of
these procedures and standards, in case they are in conflict.

Safety assessment

This section should schedule a series of Safety Assessments to provide an authoritative,
independent opinion on whether or not a project will meet its Safety Requirements. The
Safety Assessor should be independent of the development team. Chapter 14 provides
guidance on commissioning Safety Assessments and the independence of the Safety
Assessor.

This section should address the Safety Assessment of suppliers, where suppliers are
involved in safety-related work for the project.

[Table 12-1] below provides guidance on when to schedule Safety Assessments for a
typical system development project, depending on the Safety Integrity Level (SIL, see
chapter 9). Safety Assessments are denoted as highly recommended (HR), recommended
(R) or no recommendation (-).

Note that more frequent assessments than shown below may be appropriate for very
large or very lengthy projects.

Activity SIL1 SIL 2 SIL 3 SIL 4
Production of Preliminary Safety Plan - - - -
Establishment of Safety Requirements R R R HR
Production of Full Safety Plan - HR HR HR
Implementation - - HR
Production of Safety Case R R HR
Operation and Maintenance - - - HR
Decommissioning and Disposal - - - R

Table-l - Guidance on scheduling Safety Assessments

Safety audits

This section should schedule a series of Safety Audits to check compliance of the safety
processes with the Safety Plan. The Safety Auditor should be independent of the
development team. This section should also address the Safety Audit of suppliers, where
suppliers are involved in safety-related work for the project. Chapter 14 provides
guidance on commissioning Safety Audits and the independence of the Safety Auditor.

able 12-2|below provides guidance on when to schedule Safety Audits for a typical
system development project, depending on the Safety Integrity Level (SIL). Safety Audits
are denoted as highly recommended (HR), recommended (R) or no recommendation (-).

Note that more frequent audits than shown below may be appropriate for very large or
very lengthy projects.
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12.7.3.8

12.7.3.9

Activity SIL1 SIL 2 SIL 3 SIL 4

Production of Preliminary Safety Plan - - - -

Establishment of Safety Requirements - - - -
Production of Full Safety Plan HR HR HR HR

Implementation - R
Production of Safety Case - R
Operation and Maintenance - R HR HR
Decommissioning and Disposal - - - R

Table [L2}2 - Guidance on scheduling Safety Audits

Safety case and safety approval

This section should provide or reference the completion criteria for the safety-related
aspects of the project. This should include the procedures and approvals mechanisms to
be adopted.

This section should make provision for the safety approval of the system. An endorsed
Safety Case is required for safety approval and this section should state who will write
the Safety Case, when it should be written, and which Safety Authorities will need to
endorse it.

The project may agree to deliver evidence of safety in some form other than a Safety
Case. For example, it is possible that a third-party safety certificate and a safety
assessment report may be sufficient. Any such agreement should be recorded here.

Note: if the project is developing a product, it may not be possible to identify all Safety
Authorities who will approve its application in advance.

Supplier management

This section should make provision for ensuring that the work of suppliers is managed
such that the parts of the system for which they are responsible meet the overall safety
requirements. Suppliers should certify their products as compliant with the appropriate
specifications. Their test plans should adequately demonstrate safety features. Where
appropriate, references to test plan documentation should be made from the
certification documentation.

Contracted items should be subject to the same safety analyses as those built in-house.
Analyses and assessments conducted by suppliers should be used as an input to system
level analyses. Safety targets for contracted work should be set by the Project Manager
and agreed by the supplier. The Project Manager should require the supplier to produce
a Safety Plan compliant with this guidance, which the Project Manager should endorse.

This section should schedule Safety Audits and Safety Assessments of suppliers. It should
include activities for assessing suppliers’ ESM and Quality Management Systems where
work is being carried out under the suppliers’ systems, to ensure that they are of an
acceptable standard. Chapter 5 provides guidance on discharging safety responsibilities
through suppliers.

Issue 3
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127311

12.7.3.12

12.7.3.13

12.7.4

12.7.5

12.7.6

Configuration management

This section should specify how configuration of system deliverables will be managed,
normally referring to a separate configuration management plan for detail. This section
should specify how systems, components and other equipment will be labelled to ensure
that safety is not compromised by the use of faulty or untested equipment. Chapter 13
provides guidance on configuration management.

Project safety training

This section should define any training requirements of personnel scheduled to perform
safety-related activities and provide a plan or programme of training that meets the
requirements.

System operation, modification and maintenance

This section should outline processes for analysing system operation to ensure
compliance with requirements. It should also describe the process and approval
mechanisms for system modification and maintenance. A checklist of items to consider is
provided in appendix C.

Decommissioning and disposal

This section should outline plans for safely decommissioning the system at the end of its
life and disposing of it. A checklist of items to consider is provided in appendix C.

Safety controls

This section should specify all aspects of quality controls that contribute to safety,
normally referring to a separate quality plan for detail. It should identify any requirements
for the use of equipment in restricted areas or restrictions to be imposed on the use of
equipment in open areas. These requirements may cover training, security clearance or
the use of specific safety-related procedures or controls.

This section should also record the signatories for each safety deliverable produced by
the project. The signatories should include:

e the originator of the deliverable;

e the approver (that is, the person who professionally accepts the technical work in
the deliverable); and

e the authoriser (that is, the person who is managerially responsible, normally the
Project Manager).

Safety documentation

This section should specify whether an incremental or non-incremental Safety Case is to
be used and list the safety documentation to be produced. It should also specify when it
is to be produced and the personnel to be responsible for producing it. This section
should provide or reference a specification of the form, content, distribution and
required endorsement for each document.

Safety engineering

This section should specify mainstream engineering steps that are being taken to reduce
risk (such as redundancy, protection systems, fail-safe design principles). The engineering
activities specified should be appropriate to the Safety Integrity Level of the system.
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For each phase of the project, this section should identify the methods to be used,
describe how traceability, verification and validation will be addressed and identify the
documentation to be produced. Each phase should be concluded with a planned
verification activity (for example a programme of testing, a review or an inspection).
Appendix C provides checklists for further guidance.

If the details above are specified in a spearate quality plan, then this section should just
refer to that plan.

The provision of specific engineering guidance is beyond the scope of this guidance. The
Project Manager should draw on his engineering experience and competence to
determine the appropriate engineering tasks for a particular project, and on best practice
engineering as defined in the relevant standards.

This section should describe how a Data Reporting Analysis and Corrective Action
System (DRACAS) will be implemented. This is a system for reporting, collecting,
recording, analysing, investigating and taking timely corrective action on all incidents. It
should be applied from the point at which a version of the system approximating to the
final, operational version is available until the system is decommissioned. It should be
used by suppliers, although the supplier may implement their own DRACAS. Appendix E
describes a DRACAS.

12.7.7  Validation of external items
This section should specify adequate controls to ensure that the risk arising from safety-
related external items (such as tools, equipment and components that have been
previously developed or purchased) has been reduced to an acceptable level.
This section should specify an approval procedure for the use of external items. The
procedure should include the following steps:
1 determine the extent to which the item in question will be used in a safety-related
manner;
2 obtain all documentation relevant to the item;
3 assess the documentation;
Note: Railway Group Code of Practice GK/RC/0701 [F.10] has an example checklist in
figure E1 which may be of value in guiding this assessment.;
4 identify the item’s capabilities and limitations with respect to the project’s
requirements;
5 test the item’s safety-related features both with, and independent to, the new
system;
6 perform a risk assessment of the use of the item;
7  perform a Safety Assessment of the supplier of the item.
The use of external items not subject to such an approval procedure should be justified
in the Safety Plan. Non-approval may be justified in the following cases:
e non-safety-related items justified as such by the reference to the Hazard Log;
e items for which there is extensive operational experience under the same
conditions as the current system or equipment; or
e items for which the relevant railway authority has granted safety approval in the
application in question.
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A similar procedure should apply to approving the upgrade or modification of previously
approved external items already in use on the project.

This section should describe the means for ensuring that any tools and equipment, on
which safety relies, have been approved. It should specify any analyses, tests or
demonstrations by the supplier of any external items that are carried out to satisfy the
approval procedure requirements listed above. It should also identify personnel
responsible for approving the specified approach to evaluating previously developed or
purchased components.

Related guidance

Chapter 2 provides further guidance on safety roles and responsibilities.

Chapter 3 discusses the topic of a Safety Culture.

Guidance on performing the safety analysis activities described by the Safety Plan is
provided in chapters 7 through 10.

Chapter 9 provides guidance on Safety Integrity Levels.
Chapter 11 provides guidance on the safety lifecycle.
Chapter 13 provides guidance on Safety Documentation.

Chapter 14 deals with the independent professional review of the Safety Plan.
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Chapter 13

Configuration Management, Documentation and
Records

Your organisation must have configuration management arrangements that cover
everything which is important to achieve safety or to demonstrate safety.

Your organisation must keep full and auditable records of all project ESM activities.

131 Guidance from volume 1
13.1.1  Configuration management
You should keep track of the items that the project produces and the relationships
between them. This is known as configuration management. Your configuration
management arrangements should let you:
¢ uniquely identify each version of each item;
< record the history and status of each version;
e record the parts of each item (if it has any); and
¢ record the relationships between the items.
If you are in doubt about any of the above, you cannot be certain that all risk has been
controlled.
13.1.2  Documentation and records
You should keep records to show that you have followed the safety plan. These records
may include the results of design activity, analyses, tests, reviews and meetings. You
should keep a hazard log which records all the possible hazards identified and describes
the action to be taken to get rid of them, or reduce their likelihood or severity to an
acceptable level.
The amount and type of records that you keep will depend on the extent of the risk.
You should keep records until you are sure that nobody will need them to make further
changes or to investigate an incident. Often you will have to keep records until the
change has been removed from the railway.
Issue 3 Page 13 -1
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13.2 Background
A convincing demonstration of safety rests on good housekeeping.
Certain items within a system need to be accurately identified and changes to them need
to be assessed for any safety implications and then monitored and tracked. This provides
information on the different versions that may exist for that item, its relationship with
other items, and the history of how it has developed and changed.
This chapter describes how to identify items whose configuration should be recorded
and kept under control. It explains why configuration management should be applied to
safety-related system items and documents and how it may be monitored.
There are three main reasons for keeping records of safety-related activities:
1 to show others that you have reduced risk to an acceptable level;
2 to explain to people making future changes why decisions were taken, so that they
do not undo the work that you have done; and
3 to support the hand-over of safety responsibilities to other people.
Project managers are responsible for keeping adequate records of ESM activity (safety
records), to provide evidence that these activities have been carried out and to record
the results of these activities.
A log of all safety records and documentation and all identified hazards and potential
accidents should be maintained; this log is termed the Hazard Log.
This chapter describes the Hazard Log and other safety records that should be produced
and kept. It also describes how they may be managed and controlled so that the most
up-to-date versions are available.
This chapter is written for:
. Project Managers who are responsible for controlling the configuration of safety-
related projects,
. engineering staff who make changes to any safety-related item, and
. managers and engineers who are responsible for preparing or updating safety
records.
13.3 Roles and responsibilities

The Project Manager is responsible for the configuration management of all items relating
to the project. The Project Manager should write a configuration management plan
detailing how this will be achieved, and should ensure that it is followed. These
responsibilities may be delegated but the Project Manager normally retains overall
accountability.

The Project Manager will normally be responsible for setting configuration management
policy and defining processes for configuration control.

The Project Manager is responsible for the creation and maintenance of the Hazard Log
and other safety records until the transfer of overall safety responsibility to another

party.
The Project Manager may delegate this role to a Project Safety Manager but should retain

overall responsibility. Guidance on transferring safety responsibility is provided in chapter
2.
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13.4 Identification of configuration items
The identification of configuration items should be started during the early stages of
project definition. There may be a number of hierarchical levels of items under
configuration control, reflecting the system structure (though it may not be necessary to
control all system items). The relationship between configuration items should be
documented to provide traceability information. For example, there may be composite
items consisting of smaller items; items may be derived from other items (such as design
items derived from the requirements).
You should place all items which will support the Safety Case under configuration
management. You should consider placing the following items under configuration
management:
e safety-related items;
e items interfacing to other systems;
* items identified as deliverables;
¢ documentation of enduring value, such as:
O specifications,
O designs,
O drawings,
O test specifications,
O user and maintenance manuals,
O other technical manuals;
e items particularly susceptible to change (for example, software);
e items supplied by other suppliers.
The following information should be maintained for each item
e unique identifier;
e item name and description;
e version number;
« modification status.
All items placed under configuration management control should be indexed, and the
index itself should be placed under configuration management.
Section [L3.5.4 [details considerations specific to software items.
13.5 Configuration management plan
Configuration management on a project should be planned and documented in a
configuration management plan or a configuration management section of the project
plan. This plan should define:
a) a list of the types of configuration items;
b) responsibilities for configuration management within the project, including the
person responsible for approving updates to configuration items;
c) the baselines that will be produced,
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d) the version control arrangements;

e) the change control process;

f) software configuration management arrangements (if required); and
0) any configuration management tools used.

Items c) to g) inclusive are expanded on below.

13.5.1 Baselines

A baseline is a consistent and complete set of configuration item versions. It should
specify:

e anissue of the requirements specification;

« all of the configuration items that are derived from these requirements; and

« all the component items and their versions that the configuration items are built
from.

Baselines are established at major points in the system lifecycle as a departure point for
the control of future changes.

13.5.2 Version control

Different versions of the same item may be needed as the system develops, to allow for
different applications both during the project (such as testing and debugging) and while in
operation (such as different processors, or increased functionality).

Versions may be controlled by assigning a unique reference number, a meaningful name
and a status to each version, and by monitoring changes to the versions.

Changes made to different versions should be tracked to provide and maintain a change
history. In addition, superseded versions of documentation and software should be
archived to allow for reference.

It should be possible to readily establish the status of a version, to tell if it has been
approved for use or not. Items known to be faulty should be clearly marked as such so
that they are not used by mistake.

13.5.3  Change control process

Any changes to a baselined item should be assessed to identify the safety implications of
the change (such as the introduction of a new hazard). Changes should be documented
and should follow a process for requesting change, assessing the change and the effect
that it may have on other configuration items, and reviewing the change.
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13.5.4

13.5.5

13.6

Software configuration management

All software programs that are deliverable, or affect the delivered product, should be
held under change control, including:

e application programs,

» test programs,

e support programs,

e sub-programs used in more than one higher-level program,
e firmware components,

e programs for operation in different models,

e sub-programs from separate sources to be used in one higher-level program.

Configuration management tools

Configuration management requires a means of storing and controlling the configuration
items. Some form of electronic database may be the best option and there are many
tools available to perform this function. However, it is possible to perform configuration
management without using electronic tools.

It is not necessary to contain all items under the same system. In fact it is often more
efficient to separate the items into logical groups, such as software items, documentation,
physical items, and so on and to choose the best tool for each group.

You should consider whether there is any plausible way in which a configuration
management tool could contribute to a system hazard. If there is then you should regard
the tool as safety-related and collect evidence of its dependability for inclusion in the
Safety Case for the system.
Safety records
All safety-related projects should produce at least the following safety records:

e Hazard Log,

e Safety Plan,

e Safety Case.

Further records may be required for many projects. The extent of the safety records
maintained by a project will depend on the complexity and level of risk presented by the
project. Simple and low-risk projects will carry out only a small number of safety-related
activities and the records required of these will be small. High-risk and complex projects
will produce more safety records.

Safety records are valuable and difficult to replace. Appropriate security and backup
safeguards should be employed to ensure their integrity.

The Hazard Log is the key safety record. Its functions include:
e detailing hazards and potential accidents;
e maintaining a list of safety records and a chronological journal of entries;
e providing traceability to all other safety records; and

e collating evidence for the Safety Case.
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Figure 13-1 fillustrates the relationship between the Hazard Log and other safety records.

Safety Case

Hazard Log

Evidence

Figure 1 - Pyramid of safety management documentation

Note: there is variation in terminology in the industry and the phrases ‘Safety Case’ and ‘Hazard
Log’ are sometimes used to include the evidence below them in |Figure 13-1

Management and control of the Hazard Log
The Hazard Log evolves and should be updated whenever:
e arelevant hazard or potential accident is identified;

* arelevant incident occurs;

« further information relating to existing hazards, incidents or accidents comes to
attention; or

« safety documentation is created or re-issued.

The Hazard Log should be stored with the project file so that referenced material is
easily accessible. Each section of the Hazard Log may be a separate document, as long as
the individual documents are stored together.

The Project Manager should identify a process for updating the Hazard Log, to include
project staff with authority to make entries. Each entry in the Hazard Log should be
approved by the Project Manager, or delegate.

The Hazard Log should be available for inspection by the Safety Auditor, the Safety
Assessor and representatives of the relevant Safety Authorities.

The Project Manager should ensure that adequate provision is made for security and
backup of the Hazard Log and other safety records.

It is not necessary to repeat information documented elsewhere and so the Hazard Log
should make reference to other project safety documentation such as analyses and
reports. It is recommended that the Hazard Log be implemented electronically. Special
purpose tools are available to enable this, but it is also possible to store the Hazard Log
in a database, keeping Hazard Data, Accident Data, Incident Data and the Directory in
separate tables. An outline Hazard Log is provided in appendix B.
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13.8 Related guidance
Chapter 8 provides guidance on assessing and mitigating any safety implications of
changes.
Safety Audits and Assessments of safety documentation are described in chapter 14.
Appendix B provides an outline Hazard Log.
Appendix C provides checklists for updating the Hazard Log.
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14.2

Chapter 14

Independent Professional Review

ESM activities you carry out must be reviewed by professionals who are not involved in
the activities concerned.

Guidance from volume 1

These reviews are normally structured as a series of safety audits and safety assessments.
They assure that the work has been carried out safely and provide evidence to support
the safety case. How often and how thoroughly each type of review is carried out, and
the degree of independence of the reviewer, will depend on the project. They will
depend on the amount of risk and novelty and on how complicated the project is.

Background

Review of safety-related projects by professionals independent of the work is an
important contribution to the confidence in the safety of the change being made to the
railway.

We divide independent professional review into two activities:

e Safety Audits focus on the ESM processes being used and check that they are
adequate and are being followed.

e Safety Assessments focus on the product of the project and check that the risk
associated with the system being developed is (or will be) reduced to an adequate
level.

In practice there is overlap between the two.

There is variation in terminology and practice in this area. Some practitioners divide the
topic of independent professional review up differently and use the phrases ‘Safety Audit’
and ‘Safety Assessment’ with different meanings. For example, a distinction is sometimes
drawn between technical assessment of engineering design and process assessment of
safety management activities. You may need to refer to the guidance under both the
audit and assessment headings even if the activity that you are asked to commission or
perform is described as one or the other type of review.

This chapter describes these two types of review and the documentation that is required
by them. It also discusses how to go about commissioning a review, what the reviews
should be checking for, and how the results should be used. Outlines and checklists are
provided in appendices B and C, respectively.
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14.3.2

14.4

This chapter is written for Project Managers who will need to commission reviews and
interpret the results, and the auditors and assessors who will be performing them.

Safety Audits and Assessments

Safety Audits

Safety Audits are intended to check that the ESM of a project is adequate and has been
carried out in conformance with the Safety Plan. If there is no Safety Plan, one should be
written before a Safety Audit is carried out.

The primary output of an audit is a Safety Audit Report. This report should include: a
judgement on the extent of the project’s compliance with the Safety Plan; a judgement on
the adequacy of the Safety Plan; and recommendations for action to comply with the Plan
or to improve it.

A Safety Audit should consider:
e work since the previous audit (all work so far if first audit);
¢ plans for the next stage;

e recommendations of the previous audit.

Safety Assessments

Safety Assessment is the process of forming a judgement as to whether or not the risk
associated with the system being developed is (or will be) reduced to an adequate level.

The safety requirements for the system are central to a Safety Assessment. The assessor
should review the Safety Requirements Specification to assess whether it is sufficient to
control risk and review the system to assess whether or not it meets or will meet the
Safety Requirements Specification.

Safety Assessment involves the use of design analysis, auditing techniques and practical
assessment by competent and experienced persons.

The assessor should also review the processes and organisation employed on the project.
This aspect of the assessment is easier if the results of a recent Safety Audit are available.
If a Safety Audit has not been carried out on the project recently enough that its
conclusions are still valid, then one should be commissioned before a Safety Assessment,
to ensure that the documentation to be assessed has been produced under a correctly
applied Safety Plan. If the audit results are unsatisfactory then the assessment may be
postponed until corrective action has been taken.

The result of a Safety Assessment is a Safety Assessment Report. This report should
include an assessment on whether or not the risk associated with the system being
developed is (or will be) reduced to an adequate level and recommendations for
corrective action if necessary.

If the risk is not assessed as acceptable then the system may need to be re-assessed after
corrective action is taken.
Commissioning a Safety Audit or Assessment

In general the frequency and depth of each type of review and the level of independence
of the reviewer (the Safety Auditor or Safety Assessor) will depend on the complexity
and level of risk presented by the project.
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Typically, Safety Audits and Assessments of the simplest and lowest risk projects should
not take more than about a day of effort from a single auditor or assessor. Safety Audits
of the most complex and highest risk projects may involve much more effort from an
independent organisation.

Audits and assessments should be commissioned at the points defined in the Safety Plan
(see chapter 12). The Project Manager or Safety Authority may commission additional
audits or assessments.

Whoever commissions an audit or assessment should write a Safety Audit/Assessment
Remit. This should record the requirements of the Audit or Assessment and all the
relevant details, including:

1 the project title and reference;

2 the name of the Safety Auditor/Assessor, their qualifications and experience, and
their level of independence;

3 references to previous audits and assessments;
4 audit or assessment requirements defining:

a) the scope of the audit/assessment which may be limited in extent (for instance,
to a part of the system) or in time (for instance, to changes since the last
release);

b) the purpose of the audit/assessment (for instance, to support a submission for
safety approval);

c) the basis of the audit/assessment. For an audit this will define the documents
that the project will be audited against (normally the Safety Plan and the
documents that it references). For an assessment this should specify the legal
framework (for instance, the ALARP principle in the UK) and the ESM
framework (for instance, the Yellow Book) within which the project is being
run; and

d) any previous assessments or audits whose results may be assumed in the
performance of the current audit/assessment.

The remit should be agreed and signed by the Project Manager and the Safety
Auditor/Assessor. An outline for a Safety Audit/Assessment remit is provided in appendix
B and an example generic Safety Assessment remit is provided in appendix D.

Independence

The Safety Auditor/Assessor should be independent of the project. Whoever
commissions an audit or assessment should decide the level of independence. The
following paragraphs provide guidance only.

The level of independence should be dependent primarily on the level of risk presented
by the project (for electronic systems this is indicated by the Safety Integrity Level (SIL)
of the system or equipment being developed. SILs are discussed in chapter 9.)

provides guidance (derived from IEC 61508 [F.14]) on the level of
independence appropriate at each SIL. Note that ‘HR’ indicates Highly Recommended,
‘NR’ indicates Not Recommended, and ‘-’ indicates no recommendation for or against;
however, a lower level of independence may be chosen by agreement with the Safety
Authority. For the highest risk projects the Safety Auditor or Assessor should work for
an independent organisation. For the lowest risk projects they may be organisationally
close to the project, but should not be working on the project.
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MINIMUM LEVEL OF SAFETY INTEGRITY LEVEL
INDEPENDENCE 1 2 3 4
Independent Person HR HR NR NR
Independent Department - HR HR NR
Independent Organisation | - - HR HR

Table [14]1 - Levels of independence at each SIL

Where the Safety Integrity Level of the system or equipment is not known, for example
when Safety Requirements have not yet been set, the level of independence should
depend on the likely consequence of an accident caused by the system or equipment.

able 14-2] provides guidance on the level of independence appropriate at each
classification of consequence defined in chapter 8. The nomenclature is as for [Table 14-1

MINIMUM LEVEL OF CONSEQUENCE

INDEPENDENCE Negligible | Marginal | Critical Catastrophic
Independent Person HR HR NR NR
Independent Department - HR HR -
Independent Organisation | - - HR HR

Table 2 - Levels of independence at each consequence category

Where the tables indicate a choice of independence (for example, indicates
that both Independent Person and Independent Department are Highly Recommended
for a SIL 2 system), the following factors should be considered in deciding an appropriate
level of independence:

e the degree of previous experience with a similar design;
« the degree of complexity;

e the degree of novelty of the design, or technology; and
« the degree of standardisation of design features.

These factors may also guide the determination of the duration of a particular Safety
Audit or Assessment. For example a system development utilising a novel technology is
likely to require a more extensive Safety Audit/Assessment than a development using
proven technology.

Qualifications
The Safety Auditor should have the following qualifications:

e prior experience as a Safety Auditor or safety engineer for a minimum of 5 years in
areas relevant to the system or equipment;

e experience of process assurance (for instance quality or safety audits);

« familiarity with external safety standards and procedures;
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< familiarity with the legal and safety regulatory framework within which UK railways
operate;

e training in ESM.
The Safety Assessor should have the following qualifications:

e Chartered Engineer status in an engineering or scientific discipline relevant to the
system or equipment;

e prior experience as a Safety Assessor or safety engineer for a minimum of 5 years
in areas relevant to the system or equipment;

¢ demonstrable application domain experience;
« experience of process assurance (for instance quality or safety audits);
« familiarity with external safety standards and procedures;

« familiarity with the legal and safety regulatory framework within which UK railways
operate;

e training in ESM.

The following factors should be taken into account in establishing the relevance of
experience:

e purpose of the project;
e technology and methods used,;
e Safety Integrity Level and accident potential.

Where a Safety Assessment is carried out by a team, the team as a whole should exhibit
the necessary domain and process assurance experience and the lead assessor as an
individual should possess the other qualifications.

It is a good idea to retain the same Safety Auditor and Assessor throughout the project.

Depth of review

Engineering judgement should be applied to determine the degree to which the guidance
above need be applied on a particular project. For the simplest and lowest risk projects,
for example:

e The requirements for Safety Auditor or Assessor qualifications may be relaxed.

* Audit or Assessment activities listed in section may be limited to interviewing
personnel and reviewing documentation.

¢ The detail of the audit checklist or assessment checklist may be reduced.

e The Safety Audit or Assessment Report described in appendix B should
concentrate on the findings and recommendations of the Safety Audit; the
requirements and audit details sections should be brief.

The Safety Audit or Assessment Report should record and justify significant changes to
the processes defined in section

The Safety Assessment Report should concentrate on the findings and recommendations
of the Safety Assessment; the requirements and assessment details sections should be
brief.
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14.4.4  Roles and responsibilities
The Project Manager is responsible for:
e initiating Safety Audits or Assessments when scheduled in the Safety Plan;
» preparing the Safety Audit/Assessment requirements;
e appointing an auditor or assessor acceptable to the Safety Authority;

* ensuring the auditor/assessor has appropriate access to personnel, the Hazard Log
and other documents;

e commenting on the Safety Audit or Assessment Report;

o formulating any necessary improvement actions in response to the report’s
recommendations;

e passing on any parts of the report which materially affect the Safety Assessment
process to the Safety Authority; and

¢ implementing the improvement actions.
The Safety Auditor is responsible for:

e planning the Safety Audit;

e carrying out the Safety Audit; and

e preparing a Safety Audit Report.
The Safety Assessor is responsible for:

¢ planning the Safety Assessment;

e carrying out the Safety Assessment; and

e preparing a Safety Assessment Report.
14.5 The Safety Audit and Assessment processes

145.1 Performing a Safety Audit
The Safety Audit process consists of three activities:
1 Planning the Safety Audit and producing an audit schedule;
2 Executing the audit schedule;
3 Preparing the Safety Audit Report.

The audit schedule should be produced by the Safety Auditor and endorsed by the
Project Manager. Planned activities may be modified to reflect any required change of
emphasis based on information gathered during the audit, although it is not always
necessary for the audit schedule to be re-issued.

The schedule should be brief and should include:

e A statement of the audit requirements, according to the Audit Remit, but taking
into account any agreed amendments;

* |dentification of audit activities to be undertaken;
+ |dentification of individuals to be interviewed:;

* |dentification of documentation to be examined;

Page 14 - 6 Issue 3



Independent Professional Review Chapter 14

14.5.2

*  Audit time-scales;

e Safety Audit Report distribution and the expected date of issue.
During audit planning the Safety Auditor should become familiar with:

e The Safety Plan;

e The findings and recommendations of any previous Safety Audits;

e Details of progress since the last Safety Audit (if any);

¢ Details of the next stage of work;

e Details of project staffing.

This familiarisation should be achieved through a briefing with the Project Manager, and
preliminary inspection of project documents.

The audit activities should include:
¢ Interviews with project personnel;
e Examination of project documents;
¢ Observation of normal working practices, project activities and conditions;
¢ Demonstrations arranged at the auditor’s request.

The evidence for compliance or non-compliance with the Safety Plan that arises from
these activities should be noted for inclusion in the Safety Audit Report.

What to look for in a Safety Audit

The Safety Audit is a check for adequacy of the Safety Plan and compliance against the
Safety Plan. The audit should check therefore, that the planned project activities are
being or have been carried out and in the manner and to the standards prescribed in the
Safety Plan.

The Safety Auditor should derive an audit checklist for the investigation, to guide the
enquiries and to record results and evidence. An outline for the checklist and an example
are included in appendix D. The format of the checklist should mirror that of the Safety
Plan and associated ESM activities such that each aspect of these is directly addressed by
a question in the checklist. It should be in the form of a checklist with questions that may
be answered ‘Yes’ or ‘No’.

The checklist should be drawn up to meet the audit requirements, using the documents
referenced in the Remit. The auditor should note anything that he or she finds that is
objectively wrong, whether or not it relates to a checklist item. Note that the checklist is
an aid for the Safety Auditor — it should not be completed by the project personnel.

The audit should check that any standards or procedures called up by the Safety Plan
have been correctly applied. It should also check that there is traceability from the Safety
Plan to project activities that implement it.

The audit should look for documentary evidence that every safety activity has been
carried out. The answer to each question on the audit checklist should be supported by
documentary evidence.
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All instances where there is no evidence of compliance should be documented in the
Safety Audit Report along with a recommendation for remedial action. Each non-
compliance should be identified in terms of the specific requirements of the Safety Plan.
The auditor should classify each finding. A suggested classification is shown in section
14.6

Audit findings should be documented on the checklist. Where evidence of compliance is
lacking, further in-depth examination should be carried out.

Information gathered through interviews should, where possible, be verified by acquiring
the same information from other independent sources.
145.3 Performing a Safety Assessment
The Safety Assessor should become familiar with:
e The Hazard Log;
¢ The Safety Plan;
e The Safety Requirements Specification;

e The findings and recommendations of any previous Safety Assessments or Safety
Audits;

e Details of progress since the last Safety Assessment;
¢ Details of the next stage of work.

This familiarisation should be achieved through a briefing with the Project Manager, and
preliminary inspection of project documents.

The Safety Assessor should prepare an assessment plan. The plan should be brief and
should include:

e A statement of the assessment requirements, according to the assessment remit,
but taking into account any agreed amendments;

¢ Identification of any dependencies on the project or others, such as access to
project personnel or documents;

e ldentification of the assessor or assessment team, including qualifications,
experience and level of independence;

* |dentification of individuals to be interviewed:;

e Management arrangements for reporting findings and reviewing, endorsing and
distributing the Safety Assessment Report;

e Assessment time-scales, including the expected date of issue of the Safety
Assessment Report.

The assessment activities should include:
e Interviews with project personnel;
«  Examination of project documents;
e Observation of normal working practices, project activities and conditions;

¢ Re-work of parts of the safety analysis work to check accuracy, concentrating on
particularly critical areas or where the assessor has reason to suspect a problem;

e Demonstrations arranged at the assessor’s request.
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1454

What to look for in a Safety Assessment

The primary objective in planning and carrying out a Safety Assessment is to make sure
that you collect enough information to support a judgement on the acceptability of the
risk. The following guidance may help in planning the assessment but you should also
employ your professional judgement and experience to tailor the guidance to the
application in hand.

The assessment should examine the development or application process, review the
design decisions taken by the project staff which have safety implications and verify that
that risk has been reduced As Low As Reasonably Practicable (ALARP) and in accordance
with the Safety Requirements.

The Safety Assessor should derive an assessment checklist to guide the enquiries and to
record results and evidence. Example checklists are presented in appendix D. The
checklist should be drawn up to meet the assessment requirements, using the documents
referenced in the remit. The assessor should note anything that he or she finds that is
objectively wrong, whether or not it relates to a checklist item. Note that these
checklists are an aid for the Safety Assessor — they should not be completed by the
project personnel.

The assessment should not just focus on documents but should look at the processes
and organisation behind them. The assessor should look for any shortcomings in the
approach to safety and make recommendations.

The assessment should pay particular attention to the Hazard Log, which should provide
traceability from the Safety Requirements to documentation supporting engineering
activities on the project.

The assessment should check that there is documentary evidence for every safety activity
carried out. The answer to each question on the assessment checklist should be
supported by documentary evidence.

If operational data is available, the assessor should analyse it for evidence of:
» hazards not previously identified;
e risks incorrectly classified;
» Safety Requirements not met;
» changes in the pattern of operational use.

The Safety Assessor may call for the repetition of any formal tests and the Project
Manager should arrange for these to be run under the Safety Assessor’s supervision.

If a previous assessment has been carried out and has not been invalidated by changes to
the design or new knowledge then the assessor need not repeat the analyses carried out
there and should concentrate instead on analysing new and changed material.

If the assessment detects a flaw in the ESM programme then the assessor should review
the ESM documentation to establish the most likely root cause. The assessor should
consider whether this throws doubt on any other aspects of the ESM, and the
assessment recommendations should include measures to restore confidence in affected
areas as well as addressing the defects detected.

Information gathered through interviews should, where possible, be verified by checking
the same information from other independent sources.

Issue 3

Page 14 - 9



Volume 2 Engineering Safety Management Guidance
1455  Findings
Findings should be communicated to the Project Manager and project team as soon as
possible. You should not wait until the Safety Audit/Assessment Report is prepared and
distributed.
This may conveniently be done with a simple three-part form:
e Part 1: Finding
e Part 2: Project response
e Part 3: Assessor’s/auditor’'s comments on project response.
14.6 Audit/assessment findings

All auditor’s and assessor’s findings should be uniquely numbered and classified. The
following classification scheme is widely used and is recommended. Categories 1 to 3
should be used when the audit/assessment is supporting a request for safety approval.

Category 1 - Issue is sufficiently important to require (substantial) resolution, prior to
recommending that the change may become operational. (Alternatively a specific control
measure may be implemented to control the risk in the short term.)

Category 2 - Issue is sufficiently important to require resolution within 3-6 months, but
the change may become operational in the interim (possibly with a protective control
measure.)

Category 3 - Issue is highlighted for incorporation into the Safety Case at the next
periodic review, but no action is required separately.

Where there are a large number of lower category issues, the auditor/assessor should
consider whether, in totality, they represent sufficient residual risk that they in effect
equate to one or more higher category issues (that is, that they would warrant the
imposition of any additional mitigating control measures). In these circumstances, it
should be considered whether these outstanding issues relate to an overall lack of rigour
or quality in the document that has been reviewed.

The Project Manager should review and endorse the Safety Audit/Assessment Report,
and formulate improvement actions in response to the Safety Auditor's/Assessor’s
findings. It may be appropriate to record any faults discovered in the system itself in the
Data Recording and Corrective Actions System (see chapter 12). The Project Manager
should implement these improvement actions.

The Safety Assessment Report may include recommendations for action by the relevant
Safety Authorities, for example reviewing the approval of systems or equipment in
service. If the report contains any such recommendations the Project Manager should
pass that part of the report to the relevant Safety Authorities, who should then consider
any such recommendations and implement promptly any necessary actions.
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14.7 Related guidance
Chapter 8 provides guidance on risk assessment

Chapter 9 provides guidance on the safety requirements specification and Safety Integrity
Levels.

Chapter 12 provides guidance on safety planning.
Appendix B provides outline audit and assessment remits and reports.

Appendix D provides an example assessment remit and example audit and assessment
checklists.
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